Nudopmanuonnas naMAaTKa A1 00y4ar0IIUXCH
00 nHpopMaIMOHHOI 0€30I1ACHOCTH B C€TH MHTEPHET

C KaXIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIHPHUKUA OJTHU U3
CaMbIX AaKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, MOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOJKHOCTEH, MHTEpHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJKHA IMOMOYb TeOe 0e30MmacHO
HaXOJUTHCS B CETH.

Komnviomepnvie supycoi

KoMmnbrorepHslil BUpYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTIIMYATEIIbHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CIIOCOOHOCTH K Pa3MHOXEHMIO. B JomosHeHHe K 3TOMy,
BUPYCHI MOT'YT MTOBPEAUTDH MM TIOJTHOCTBIO YHUUYTOXXUTH BCe (DaisIbl U TaHHBIE, TOJAKOHTPOJILHBIC
II0JIb30BATENI0, OT UMEHH KOTOPOTo OblIa 3alyllieHa 3apaXxEHHas IporpaMma, a TakKe OBPEAUTh
WIN J1a)Ke YHUYTOXXUTH ONEPAIMOHHYIO CUCTEMY cO BcemH (haitmamu B 1enom. B GonbmmHcTBE
CIIy4aeB pacIpoCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTopl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. HUcnonb3yii coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrostHHO ycTaHaBiMBail MadTd (UM(POBBIC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJbI0 JOPAOTKU MpOrpaMMmbl) U JApyrue OOHOBIIECHHUS CBOEH
OTepallMOHHON cucTeMbl. CKauMBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pe1UM aBTOMaTHYECKOr0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE TOJ] ITPaBaMU IOJIb30BATENs, & HE aIMUHHCTPATOPA.
3TO HE 03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM HHCTANIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTHUBUPYCHBIE NIPOrPAaMMHBIE MTPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3nUECKUl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHIL;

6. Hcnonp3yii BHENIHNME HOCUTENTN HHPOPMAITUH, TaKue Kak (iemrka, TucK win (ain u3
MHTEpHETa, TOJIbKO U3 MPO(EepEeHHBIX HCTOUHUKOB;

7. He orkpeiBail komMnbloTepHbIE (hailibl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB.
Haxe T1e (hailnbl, KOTOpble HpUCTaT TBOM 3HAKOMbIN. Jlydmie yTrouHu y Hero,
OTIIPaBJIsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He BUJ Mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH1, Mapka. Ere
B 1991 roay Huzaepnanjackas xkommaHus 3apeructpuponana opens « WECAy, uro o6o3Hadano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamlero BpeMeHM JoluIa jApyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHosoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHUEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Ha, GecriaTHBI MHTEPHET-AOCTYI B Kade, OoTensX U a’ponopTrax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXO/Ia B UHTEPHET. HO MHOTHE 3KCIIEpThl CYUTAIOT, 4TO o0menocTynabie Wi-Fi
CETH HE SBIISIIOTCSA O€30MacCHBIMHU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTyMHbIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nH4yHyr0 HH(pOpMamuio yepe3 odmenoctynHeie Wi-Fi cern.
Pabotas B HUX, XKeJIaTeIbHO HE BBOIUTH MAapOJIU JOCTYTIA, JIOTUHBI M KAKHE-TO HOMEPA;

2. Hcnonp3yii 1 OOHOBIIAN aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. TeMm cambIM ThI
obe3omacuib ce0st OT 3aKauKH BUPYyca Ha TBOE YCTPONCTBO;
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3. Ipu ucnonn3oBanun Wi-Fi otkmoun ¢yHkiuio «OOmuii noctyn k ¢ainam u
npuHTepam». JlaHHas QYHKOMS 3aKpbiTa [0 YMOJYAaHUIO, OJHAKO HEKOTOphIE
MOJIb30BATEIHN aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoe;

4. He ucnons3yit nyomuunsii WI-FI myis mepenaym nUYHBIX MaHHBIX, HApUMEp ISt
BBIXO/Ia B COI[MAIILHBIC CETH WM B JICKTPOHHYIO MTOUTY;

5. Hmnonp3yit Tonmpko 3amuiieHHoe coeauHenue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wmoOunbHOM Tenedone orkimoun  GyHkmmoo  «[loakmoucnne k- Wi-Fi
apToMarudeckn». He nomyckaii aBTOMaTHYECKOTO MOJAKIIFOYEHUS YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacus.

Coyuanvrvie cemu

CounanbHbIe CETH aKTUBHO BXOJAT B HAIIY KU3Hb, MHOTHE JIFOIU pabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILIHApP] YEIOBEK, YTO SIBISETCS OIHOU
CeIbMOI BCEX JKUTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pPasMCIICHHAA UMU B COLMAJIBHBIX CCTAX, MOXKET OBITH Haﬁ[{eHa M HCIIO0JIb30BaHa KEM YIroJHO, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJITariMK HaMEPEHHUSIMU.

OcHOBHbBIE COBETHI 0 O€30MaCHOCTH B COLIUANIBHBIX CETAX:

1. Orpannup cnucok apys3eil. ¥ 1e0s B JApYy3bsIX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOIEH;

2. 3ammmai CBOI YacTHYIO >KWM3Hb. He ykaspiBall mapomu, TenedoHbl, aapeca, Jary
TBOETO POXKACHUS U JPYIyl0 JIMYHYIO HHGOpMaLUio. 3JIOYMBIIUIEHHUKH MOTYT
WCIOJB30BATh Jlake MH(OPMAIMIO O TOM, KaK Thl U TBOM DPOAUTENN ILIAHHPYETE
IIPOBECTU KaHUKYJIbI;

3. 3ammimai CBOIO permyTaIuio - JePKU €€ B YUCTOTE U 3a7aBail cebe BOIpoc: XoTem Obl
Thl, YTOOBI JApYyrue MOJb30BaTENN BUJCIH, YTO Thl 3arpyxaeus? [Toxymai, npexnie
9YeM YTO-TO OMYOJIMKOBATh, HAIMCATh U 3arPy3HUTh;

4. Ecnu TbI TOBOPHILB C JIFOJIbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE pealbHOE UMs
U IPYTYIO JINYHYIO HHPOPMAITUH: UM, MECTO KHUTEIhCTBA, MECTO y4eObl U Ipoyee;

5. U30erait pazmemenus ¢otorpaduii B IHTepHeTe, re Thl M300paXKeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTMPEIEITUTHh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpanuu B COManbHON CETH HEOOXOAMMO HCIIOJIb30BaTh CIIOKHBIE APOIIH,
cocrosimre u3 OyKB v IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jnsa conuanbHOW CeTH, MOUTHl M JPYTUX CalTOB HEOOXOIMMO MCIOIb30BaTh Pa3HbIE
naposii. Torga eciu Te0st B37I0MAIOT, TO 3JI0YMBIIIICHHUKH TTOTYYaT TOCTYII TOIBKO K
OJTHOMY MECTY, a HE BO BCE Cpazy.

OnexmponHvle 0eHveu

3J'ICKTpOHHBIe JCHbBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)KefI, OIHAaKO CYICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IHOJYUUTH O3TU ACHBI'U.

SHCKTpOHHBIe JCHBI'H IIOABHJIMCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOI'O BO MHOTI'HX
rocyaapCTBax A0 CHUX IOP HEC NPOMNHCAHO ITPO HUX B 3aKOHAX.

B Poccum sxe onu (pyHKIIMOHUPYIOT M O HUX YK€ MIPOMUCAHO B 3aKOHE, TJIE UX Pa3AelistoT
Ha HECKOJIBKO BHOB — aHOHMMHBIE B He aHOHUMHEBIE. Pa3HuIia B TOM, 9TO aHOHUMHEBIE - OTO T€, B
KOTOPBIX pa3peliaeTcss MPOBOAUTH Omepanuu 0e3 HISHTU(PUKALUK [OJbh30BaTeNs, a B
HEaHOHWMHBIX UJICHTU(DUKAIINN TTOJIB30BATENS ABJISAETCS 00s3aTEIHHOM.

Taxxke cienyer paznuyarh 3JIEKTPOHHbIE (DUATHBIE NEHBIH (PaBHBI TOCYIapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIC He(hUaTHBIE ICHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 0 6€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:
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1. IlpuBsku K cyeTy MOOWIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTB AOCTYN K cueTy. IIpuBs3aHHbIi TesneoH MOMOXKET, eciau 3adynaellb
CBOM IUTATEKHBIN NIApOJIb WM 3al/ICIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yit omHOpa3oBkie mapoid. [locre nepexo/ia Ha yCHIICHHYIO aBTOPH3AITUIO TeOe
y’Ke He Oy/IeT yrposkaTh OMACHOCTh Kpa)kyl MIIM TIepeXBaTa IJIATeKHOTO MapoJis;

3. Boibepu cnoxublii naposib. IlpectynHukam Oyaer He IPOCTO Yrajarh CIOXKHBIH
napoib. HaznexHsle mapoiaym — 3To MapoJid, KOTOpBIE CoiepkKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONUCHBIE OYKBBI, IIUPPHl U HECKOJIbKO CHMBOJIOB,
TaKKe KaK 3HaK Jlouiapa, GyHTa, BOCKIMLATEIbHBINH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHbIE JAaHHbIE HA caliTaX, KOTOPHIM HE JJOBEPSEIb.

aﬂeKWIPOHHa}Z nouma

DJNEeKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEIOCTABIISIEMbIE €0 YCIYTH 110 EPECHUIKE U
MOJYYECHUIO AJIEKTPOHHBIX COOOILICHH, KOTOpPBIC PACHPEACISIIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ HJIEKTPOHHBIM  MOYTOBBIM  SANIMK  BBIJIIAMT  CleQyOLMM  oOpas3oMm:
UMS_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd MpOCTOrO TEKCTa, HMEETCs
BO3MOYKHOCTb Ilepe/iaBaTh (panbl.

OcHOBHbIE COBETHI 110 Oe3011acHOl paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapo BeIOpaTh mpaBHIIbHBIN TOYTOBBINA cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OeCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOIO 3HAellb U KTO
IIEPBBII B PEUTHHIE;

2. He yxaspiBail B IM4HOM moute nuuHyo MHGopmManuio. Hanpumep, syurie BeIOpaTh
«My3BIKaTBHBIN _(panaT@» mm «pok2013» BMecTo «remal3»;

3. Hcnonp3yit ABYyX3TalHYO aBTOPU3ALMIO. DTO KOT/Aa IOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChLIaeMbIil Mo SMS;

4. BbiObepu cioxHbIi nmaponb. s KakIoro Mo4TOBOrO SIIMKA JOJKEH OBbITh CBOM
HAaJIC)KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IlepBbI i1 YacTHOM MEpenucku c
ajpecaTaMM, KOTOPbBIM Thl JIOBEpsielllb. OJTO JJIEKTPOHHBIH ajgpec HEe Hauo
MCIOJIb30BATh MPU PETUCTPALIUH HA popyMax U caifTax;

7. He oTkpsiBail (aiiibl U Ipyrue BIOKEHHs B MUCbMaXx JAa)kKe €CIM OHU MPUIILIU OT TBOUX
npy3eil. Jlydiie yTouHu y HUX, OTHPABIISUTN JIU OHU Tebe 3TH (ailbl,

8. Tlocne okoH4YaHUsI pabOTHI HA TIOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJKHU C CAHTOM
He 3a0y/p HaKaTh Ha «BBIATHY.

Kubepoynnune unu supmyanvroe u30eeamenbcmeo

KI/I6Cp6yJIJ'II/IHT — HIpeCiIcIOBAHUC COO6IJ_ICHI/I$IMI/I, COACPpIKAIIUMU OCKOp6J’ICHI/I$I,
arpeCCuro, 3amyruBaHuC; XYJIWUTaHCTBO, COIIMAIBHOC 6OI>'IKOTI/IpOBaHI/Ie C MIOMOMIBIO Pa3JIUYHBIX
HHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI O 60PHOE ¢ KUOEPOYIITMHIOM:

1. He 6pocaiics B 60#. Jlyummuii ciocod: mocoBeToBaThCsl Kak ce0si BECTU U, €CIIU HET

TOr0, K KOMY MOXHO OOpaTHUTbCsS, TO BHauyaue yCIMOKOWUThCSA. Eciu Tl HauyHelb

OTBEYaTh OCKOPOJICHHSIMH Ha OCKOPOJICHHs, TO TOJBKO eIie OOJIBbIIIE Pa30XIKellb

KOH(JIUKT;

VYmpasnsii cBoelt kubeppemyTraluei;

3. AHOHUMMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIOCOOBI BBIICHHTH, KTO CTOHMT 3a
AHOHMMHBIM aKKayHTOM;

N
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4. He crout BecTH XyaUTaHCKUI 00pa3 BUPTYyalnbHOH ku3HH. IHTEepHET PUKCUpYyeET Bce
TBOU JICHCTBUSI I COXPAHSET UX. Y JAIUTh UX OYIET KpaiiHe 3aTPyTHUTEIIHHO;
Cob:roaii cCBOH BUPTYaIbHYIO YECTh CMOJIONY;

6. HrHopupyii equHUYHBIA HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIC COOOIEHHUS TyUIIIe
UrHOprpoBaTh. OOBIYHO arpeccHst MPEeKpaIlaeTcs Ha HaYaJIbHOM CTaNu;

7. Bban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOILIEHUSMHU, B COLIMATTBHBIX
CeTAX €CThb BO3MOXXHOCTb OJOKHPOBKHM OTIPABKHA COOOIIEHHH C OIpeaeneHHbIX
aJpecoB;

8. Ecim T1H1 cBuzmerens kubOepOymimura. TBoum aeicTBUSA: BBICTYOUTH IPOTHB
IpecienoBarens, MOKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJIEPKATh JKEPTBY, KOTOPOM HyXHa IICUXOJIOIMYecKas IIOMOIb, COOOLIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

o

Mobunvusiit meneghon

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOIHE B3POCIbIN (PyHKIIMOHA,
U Tenepb OHU MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMM KOoMIbioTepaMu. OJHAKO, CPEICTB
3aIUTHI 715 TOAOOHBIX YCTPOMCTB MOKA OYEHb Masio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IIPOMCXOJUT HE TaK UHTEHCUBHO, Kak Juist [1K, To sxe camoe kacaercs 1 MOOUIIBHBIX NMPHIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXkKe MPAaKTUYECKU JAOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAaKO paciiupeHue (yHKIMOHajNa Bie4YeT 3a Cco0OW OOJBIIYIO CIIOKHOCTb M MEHBUIYIO
3aIIUIICHHOCTD.

I[aJIGKO HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT 06HOBJICHI/I$I, 3aKpPbIBAIOIIUC KPUTUYCCKHEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHbIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TeJedoHa:

1. Huuero He siBsieTcs no-HacTosALEMY OecIiaTHBIM. byib ocTopoxkeH, Beab Kornia Tebe
npeJularaloT O0ecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE
yCIIyTH;

2. Jlymaii, npexze yem otnpaButh SMS, ¢oto mnu Buzneo. Thl TOUHO 3HaElIb, I7I€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011M0 0OHOBIIATE ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 111 MOOUJIBHBIX TeNe()OHOB;

He 3arpy»xail npuj10)keHUsI OT HEU3BECTHOTO UCTOYHHUKA, BEJb OHU MOTYT COAEPXKAaTh

BPEIOHOCHOE MPOTrpaMMHOE 00eCIeYEeHUE;

6. Ilocne Toro kak Thl BBIAJELIb C caiiTa, I'/ileé BBOAWI JMUHYIO MH(OpPMAIHIO, 3alI1 B

HacTpOUKHU Opay3epa u ynanu cookies;

Ileproanyecku NpoBepsiii KaKUe IJIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. aBaii cBOif HOMep MOOMJIBHOTO Tene(OHa TONBKO JIFOJSIM, KOTOPBIX THI 3HAeIIb M
KOMY JIOBEPSEILD;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOT/Ia ThI MM HE TOJb3yembcs. He 3a0biBaii
MHOTJa POBEPATH ITO.

ok w

~

Online ueput

CoBpeMEHHBIE OHJIAWH-UIPBl — 3TO KpPACOYHbBIE, 3aXBaTHIBAIOLINE pa3BICUYEHUS,
00BEAMHSIONINE COTHHU THICAY YENIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHP,
0O0IIAI0TCS IPYT € IPYTOM, BBINOJIHAIOT 331aHUS, CPAXKAIOTCS C MOHCTPAMH U MOJIy4aroT OMbIT. 32
yI0BOJIbCTBUE OHU ILJIATST: MOKYIAIOT JUCK, OIJIaYMBal0T aDOHEMEHT WJIM MPUOOPETAIOT KaKue-
TO OIILIMH.

Bce atM cpeactBa MAyT Ha MOJAEpKAHME W Pa3BUTHE WIPBl, a TaKXKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCSI CHCTEMBl AaBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIE MaT4U
(un¢poBbIe 3aIUIATKU AJISL IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
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B momo0HBIX Urpax CTOWT OmMacaTthCs HE CTOJBKO CBOMX COMEPHUKOB, CKOIBKO KPaKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTA:

1. Ecnu apyroit urpok BeaeT cedsl II0X0 UM co37aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHMCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEIEHHE JOTOr0 HIPOKa,
JKEJIaTeNIbHO IIPHIIOKUTDH KAKHE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykasbiBaii muunyto nHpopManuio B npodaiisie urpsr;

VYBaxkall Jpyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii Heo(uIuanabHble TaTYH U MOJIBI;

Hcnonb3yi CII0KHBIE U Pa3HBIE N1apOJIY;

Jlaxxe BO BpeMsl UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. lIoka Tel Urpaemsb, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Noookow

Duwune unu Kpaosica TUu4HblX OaHHbBIX

OObIYHON Kpakel [eHer M JOKYMEHTOB CETrOAHsS YK€ HHKOro He yauBHfilb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKHA TEPEMECTUIIUCh B HWHTEPHET, |
MIPOJIOJDKAIOT 3aHUMATBCS «JTFOOMMBIMY JIETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIMHT, TJIaBHAs I1ICITh
KOTOpPOTO COCTOHT B IOJTYYCHHH KOH(DHICHIIMAIBHBIX JAHHBIX TOJB30BaTEICH — JIOTHHOB U
naposeil. Ha anrnuiickom s3eike phishing unraercs xak ¢ummnr (ot fishing — pbiOHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemu 3a cBouMm akkayHTOoM. Eciu Thl mojmo3peBaellb, 4TO TBOsSI aHKeTa Oblia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKHMPOBATH €€ U COOOIIUTH AIMUHUCTPATOpaM pecypca
00 3TOM KaK MO>KHO CKOpEEe;

2. Ucnonw3yii 6e30macHble BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3nHOB M MMOMCKOBBIX
CHUCTEM,;

3. Hcnonp3yii cioxHBIE M pa3HbIe Mapoiu. TakuM oOpa3oM, eciiu TeOs B3JIOMArOT, TO
3JIOYMBIIIJIEHHUKH TIOJIy4aT JAOCTYH TOJBKO K OJJHOMY TBOEMY IMPOQIIIIO B CETH, a He
KO BCEM;

4. Ecnu te0s B310Maiu, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE

n00aBlieHbl Y T€OsI B JIPY3bsX, O TOM, YTO T€OS B3JIOMAaJd M, BOZMOXHO, OT TBOETO

UMEHH OYZeT pacchUIaThCs CIaM M CCHIJIKU Ha (PUIIIMHTOBBIE CalThI;

VYcranoBu HagexHbIi naposs (PIN) Ha MoOMIIBHBIN TenedoH;

OTKIII0YM cOXpaHEeHue Maposs B Opaysepe;

7. He oTkpsiBail ¢aitiibl U Ipyrue BIOKEHHs B MHUCbMaXx Ja’kKe €CIM OHU MPUIILTU OT TBOUX
npys3eit. Jlydine yTouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

oo

Lugposas penymayus

[udposas peryranus - 3TO HEraTUBHAs WM MO3UTHBHAs MH(pOpMAIMs B CeTH O Tebe.
Komnpomerupytomass uHpopManusi pa3MelleHHass B MUHTEPHETE MOXET Cepbe3HbIM 00pazoM
OTpa3uThcs Ha TBOEH peanbHOM >xu3Hu. «L{udposas penyranus» - 3TO TBOW UMUK, KOTOPBINA
dbopmupyercs u3 uHbopMaluu o Tede B UHTEPHETE.

TBoe MecTo XUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHUX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCSA K MyOJMKalMy JTUYHON HH(pOpMaIuM B
HuTtepHeTe, He MOHUMAas BO3MOXKHBIX TTOCIENCTBHI. ThI 1ake HE CMOXKEIIb JOTaaThCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 1eT Ha3aj, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.
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KommenTtapuu, pazmenienue TBoux (Gotorpaduii u aipyrue AeUCTBUS MOTYT HE UCUE3HYTh
JIa’Ke TI0CJIe TOTO, KaK Thl MX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHWJI 3Ty WH(POPMAIIHIO, TIoTIaa
J¥ OHAa B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAlOT o Tebe
OKPY’KaIoIIee JIFOH, KOTOPhIe HAMAYT U yBUAAT 3T0. HallTh mHbOpManuio MHOTO JIET CITyCTS
CMOXeET JIF000H — KaK U3 JOOPBIX MOOYKICHNUM, TaK U ¢ HAMEPEHUEM IPUIHHUTH Bpel. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOH peryTanuu:

1. Tlomymaii, mpexxae 4eM 4To-TO MyOJMKOBAaTH M IepenaBaTh y ceds B Oyore Wil B
COIIMAJILHOM CETH;

2. B Hactpoiikax npo¢uiis ycTaHOBU OTPaHUYECHHUS HA TIPOCMOTP TBOETO MPOGUIS U €ro
COZIEP’KUMOTO, CIIENIail €ro TOJIBKO IS IPpY3ei»;

3. He pa3memaii 1 He yka3piBail HHPOPMAIUIO, KOTOpasik MOXKET KOTO-THO0 OCKOPOIISITH
WM OOMKaTh.

Asmopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHBIE II0JIb30BaTEIN LIUPPOBOro npocrpaHcTBa. O1HaKo
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH IU(GPOBOTr0 Mupa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH «MHTEIIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCA K pPAa3jIHYHBIM TBOPEHUSM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUI M 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
HAa TMPOJIYKTHl M YCIyT'HW , W 3aKaH4yuBas KHHUramu, (ororpadusmu, KuHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE ITpaBa — 3TO IIpaBa HA UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYIAOT B Ka4€CTBE FapaHTUHU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaX CBOEro TpyZAa, NOJYYUTh U3BECTHOCTb U NpPHU3HAHUE.
Huxkro 6e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOAMUTD €r0 IPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCIIOJIHSATB, IOKa3bIBATh/UCIIOJIHATE B Adupe Win pazMeniath B IHTepHeTe.

Hcnonb30BaHne «IMpaTCKOro» MpOrpaMMHOrO 00ECIeueHUsI MOXKET MPUBECTH K MHOTMM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIle
YCTaHOBJICHHBIM HE JierajpHas mnporpamma. He crTout Ttaxke 3a0bIBaTh, YTO CYLIECTBYET
JerajibHble U OecCIIaTHbIE TPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBnuok.pp — TBOH TIJaBHBIA COBETYMK B CETH. 3A€Ch Thl MOXEIIb Y3HaThb O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe MPUHATh y4acTHE B KOHKYpCax U CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !
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