MuHucTepcTBo 06pa3oBaHuA 1 Hayku Poccuiickoii Pegepauum

DENAPTAMEHT rOCYAAPCTBEHHOM NO/IUTUKU B CHEPE OBLLIEFO OGPA3OBAHUA
nMMCbMO

ot 14 masn 2018 ropa N 08-1184

O HanpaBneHuu uHpopmauum

JenapTameHT rocysapcTBEHHOM NOAUTUKM B chepe obuiero obpasoBaHna MuHobpHaykm Poccum
HanpasAseT A/ cBefeHun pa3paboTaHHble BpemeHHoM Komuccue Coseta Pegepaumnn no passuTmio
MHGOPMALMOHHOIO 06LLeCTBA METOANYECKME PEKOMEHAALMN O pasMeLLeHMM Ha MHDOPMALIMOHHbIX
CTeHAax, oPULManbHbIX UHTEPHET-CaTax U APYIMX MHOOPMALIMOHHbIX pecypcax
06ueobpazoBaTe/ibHbIX OPraHM3aLMii U 0PraHoB, OCYLLECTBAAOLMX YNpaBaeHue B chepe 06pas3oBaHums,
nHbopmaumm o 6esonacHom NoBeAEHUN U UCNOAb30BaHUK ceTh "UHTepHeT".

OupeKktop JenaptameHTa
A.E.MNeTtpos
MpunoxkeHune

MeToguueckue peKomeHgaumMmn 0 pasmeLl,eHMn Ha UHPOPMaLMOHHbBIX CTeHAaX, 0PULMANBHBIX
MHTEpPHeT-caliTax u Apyrux MHPopMaLMOHHDbIX pecypcax obueobpasoBaTesibHbIX OpraHM3auuii n
OpPraHoB, OCYLLECTBAAIOLWMX ynpasaeHue B chepe obpasosaHus, uHpopmauum o 6esonacHom
nosegeHUn U Ucnosb3oBaHum cetu "UHTepHet"

dKcnepTamm 1 YneHamm BpemeHHoi komuccmmn Coseta Peaepaumnm no passuUTMO MHGOPMALMOHHOTO
obuiecTBa B pamMKax BbINMOJIHEHMA PEKOMEHAALNM NAapAaMEHTCKUX C/IyLWaHUI "AKTyaibHbie BOMPOCHI
obecneyeHunsa 6e30MacHOCTM M Pas3BUTMA AeTel B MHGOPMaALMOHHOM NPOCTPaHCTBE", KOTopble NPOLIM B
Cosete ®epepaunun 17 anpens 2017 r., 6binm paspaboTaHbl METOAMYECKNE PEKOMEHAALNN O
pasmeLLeHMM Ha MHPOPMALMOHHBIX CTeHAaX, 0PULMAIbHBIX MHTEPHET-CalTaxX U ApYrux
MHOOPMALMOHHbBIX pecypcax 0beobpasoBaTenbHbIX OpraHM3aLMii U OpPraHoB, OCYLLECTBNALLNX
ynpasneHue B chepe obpasoBaHus, MHGoOpMaLMmn o besonacHOM NoBeAeHUU U UCNONb30BaHUM CETU
"UHTepHeT" (ganee - MeToAMYECKME PEKOMEHAALMM).

MeToguuyeckme pekomeHZauny HanpasaeHbl Ha KAYeCTBEHHOE MOBbILEHME YPOBHA MHGOPMALMOHHOWN
AeATenbHOCTM 06LWw,eo0bpa3oBaTe/ibHbIX OPraHM3aLLMIA U OPraHOB, OCYLLECTBAAIOLWLMX YIPaBieHMeE B
cdepe 06pasoBaHMA, B YaCTU MHOOPMUPOBAHUA YUaLLMXCA, UX poamuTeneit (3aKoHHbIX NpeacTaBuTeein)
N nefarormyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHPOPMALIMOHHOM 6Ee30MacHOCTMH.

MeToauuyeckme pekomeHaaumMm No3BoaaT obLieobpasoBaTeNbHbIM OPraHNM3aLMAM U OpraHam,
OCYLLECTBAAIOWMM ynpasneHue B chepe 06pa3oBaHus, aKTyaM3NPOBATb Y3Ke UCMOb3yemble U
pasmeLlleHHble MHPOPMALMOHHbIE MaTepPMabl, TaK U NOATOTOBUTL UX B C/Iy4ae UX OTCYTCTBUA C yYETOM
NIYYLIMX NPAKTUK U peKOMEeHAALNN.

B pamKax METOAMYECKMX PEKOMEHAALMI PacCMaTPUBAIOTCA CAeaytowme NHCTPYMEHTDI:

1. nHPOpMaLMOHHbIE CTEHADI;

2. opuuManbHble MHTEPHET-PECYPChI;

3. cpeacTBa MaccoBo MHOOPMaLMK (LUKO/bHbIE ra3eTbl, Negarormyeckme UsgaHua u gpyrue).

MHbOopMaLMOHHDIE CTeHAbI
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Ha nHdopmaumnoHHbIX cTeHAax B 0bLLeobpa3zoBaTeibHbIX OpraHM3aLUMAX, PAacnoIOXKeHHbIX B pone
yuYperKaeHUI 1 B KabUHeTax, OCHALLEHHbIX NEPCOHAIbHBIMW YCTPOUCTBAMM A1 BbIXO4A B CETb
"MHTepHeT", peKomeHayeTcA pasmecTUTb MHPOPMALMOHHbIE NAaMATKM, COAEPKaLLME OCHOBHbIE COBETbI
no obecneyeHnto MHGOPMaLMOHHOM HE30NaCHOCTU YHaLLMXCA.

B npunoxkeHnn N 1 K METOAMYECKUM PEKOMEHAALMAM NpeacTaBaeH obpasel, NamaATKK Ans
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepcTBa maccoBoit MHGOpMmaLum

B cpeacTBax maccoBoi MHGpOpMaLMK, OPUEHTUPOBAHHbIX HAa 0BYYaIOLLMXCA, PEKOMEHAYETCA B TeYeHue
y4ebHoro roaa perynspHo nybamkosaTb MHGOPMaLMOHHbIE MaTepuabl, NOCBALWLEHHbIE OTAENbHbIM
acnekTam MHPopmMaLMOHHOM 6e30NacHOCTH, a TaKKe pasnuyHble NaMATKN 06LLLero xapakrepa.

B cpeacTBax maccoBoit MHPpOPMaLMN, OPUEHTUPOBAHHBIX Ha NeaarorMyeckyto obLecTBeHHOCTb,
peKkomeHAayeTcA B TeYeHMe KaneHaapHoro roga peryasapHo ny6ankosatb MHPOPMaALIMOHHbIE
MaTepuanbl, NOCBALLEHHbIE OTAENbHbIM acnekTam MHPOPMaLMOHHOM 6e30NacHOCTU KakK
HecoBepLUEeHHOeTHUX, TaK U 0b6Leobpa3oBaTe/ibHbIX OpraHM3aLMiA, @ TakXKe pPasnnyHble NaMAaTKY,
0630pbl HOPMATUBHO-NPABOBOIO PEry/IMPOBaHNA AaHHOMN chepbl U MUHGOPMALUIO O aKTYasIbHbIX
MeponpUATUAX U cOBbITUAX B AaHHON chepe.

B xone nposeaeHuns EagnHoro ypoka no 6esonacHoctu B cetu "UHTepHET" pekomeHayeTca obecneunTb
BbIMYCK TeMaTUYECKOro BbiNyCKa cpeacTBa MmaccoBon nHbopmaLumm nnbo cepum nybankaumii, cpeam
KOTOPbIX PAaCCMOTPETb OPraHM30BaHHble MepPonpUATUA ANA 06yYaloWNXCA, UX poauTenei (3aKoHHbIX
npeacrasuTeneit) U negarormyeckoi obLLecTBEHHOCTH.

OdumumanbHble UHTEepHeT-pecypchbl

O6weobpasoBaTesibHbIM OPraHM3aUMAM PEKOMEHAYETCA HA CBOMX oduUManbHbIX MHTepHeT-pecypcax
obecneunTb GYHKUMOHNPOBAHME CAaMOCTOATENIbHOIO U CNeLMain3npoBaHHOro pasaena
"MHpopmaumoHHan 6e3onacHOCTL", B paMKax KOTOPOro NPeayCMOTPETb PasMELLLEHME CaeaytoLLel
nHpopmaymm:

N Pasaen/noapasaen dopmat CopepaHue maTepuanos
npeacrasneHun
maTepuanos
1. | JlokanbHble Konun foKymeHTOB B PasmeLlatoTca KONMKN AOKYMEHTOB, T.€.
HOPMaTMBHbIE aKTbl B ¢dopmate *PDF CKaHMPOBaHHbI BapUaHT SOKYMEHTA,
chepe obecneyeHus COOTBETCTBYHOLLMIA TPEOOBAHUAM K
MHGOPMALNOHHOM napameTpam CKaHMPOBaHMA.
6e3onacHocTU PasmeluatoTca 4OKYMEHTHI,
obyyaroLmxcs pernameHTUpyoLMe opraHn3aumio n

paboTy ¢ NepcoHaibHbIMM AAHHbIMM,
nAaHbl MeponpuATUIA No obecneyeHunto
nHdopmaumoHHoM 6esonacHoCcTH
obyuatolmxca v gpyrue.

2. | HopmatueHoe Konuu goKymeHTOB B MybAUKYIOTCS aKTyaNbHble CBEAEHUA O
peryavpoBaHue dopmarte *PDF denepanbHbIX U PEerMoHasibHbIX 3aKOHaX,
NMCbMax OpraHoB BAACTU U Apyrue
HOPMaTMBHO-MPABOBbIE JLOKYMEHTbI,
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pernameHTUpytolme obecneveHune
MHPopMaLMOHHOM be3onacHOCTH
HecoBepLIeHHONEeTHMX. [JJonycKkaeTca
BMECTO KONWUIA pasmeLLaTb MNepCcCbIIKu
Ha COOTBETCTBYHOLUME AOKYMEHTbI Ha
caliTax OpraHoB rocyAapCTBEHHOM
BNACTW.

3. Meparornyeckmum
paboTHUKam

TeKcT Ha cTpaHuue
canTa

Konun ookymeHTOB B
dopmarte *PDF

PasmeLlyatoTca meToamyeckme
peKoOMeHAALNN N YKa3blBaeTCA
MHGOPMaUMA O MEPONPUATHUAX,
NPOeKTax M NPOrpaMmax, HanpaBieHHbIX
Ha nosblweHNe MHGOPMALUNOHHOM
rPaMoTHOCTU Nefarormyeckmx
paboTHMKOB.

4. | Obyvatowmmcs

TeKcT Ha cTpaHuue
canTa

Pasmeulaetca MHGOPMaLMOHHAA
namaTtka (npunoxkerue N 2) un

yKasblBaeTca MHpopmauma o
MEepPONPUATUAX, NPOEKTAX U
Nporpammax, HanpaB/AeHHbIX Ha
noBblWeHne MHPOPMALMOHHOM
rPamoTHOCTM 0byyatoLwmxcsa.

5. PoaguTtenam (3aKOHHbIM
npeacTaBuTeNnam)
obyyvatowmxcs

TeKcT Ha cTpaHuue
canTa

Pasmeulaetca MHGOPMaLMOHHAA
namaTtka (npunoxkenue N 3).

6. | [JeTckue be3sonacHble
cainTbl

TeKCT Ha cTpaHuue
canTa

Pasmellaetca MHbopmaums o
peKkomeHAyeMbIX K UCMONb30BaHNIO B
y4yebHOM npouecce 6e3onacHbIX canTax,
6aHHepbl 6e30NacHbIX AeTCKMX CalToB.

OpraHam, OCyLLeCTBAAIOLWMM ynpaBaeHue B chepe 0bpasoBaHMA, PEKOMEHAYETCA Ha CBOUX
odpuuManbHbIX MHTepHeT-pecypcax obecneynTb GYHKLMOHUPOBAHNE CAMOCTOATENLHOTO U
cneunanmnsnpoBaHHoro pasgena "MHpopmaumoHHaa 6e3onacHoOCcTb", B paMKax KOTOPOTo

npeaycmoTpeTb pasmelleHne ceaytollein Hbopmaumu:

MpunoxeHne N 1

MamaTtka gas obyyarowmxca 06 nHpopmauMoHHO 6e3onacHOCTU AeTeil

HE/NIb3A

1. Bcem noapaAg, coobluaTb CBOI YaCTHYO MHbOpMauuio (HacToAawme ums, amunuio, TenedoH, agpec,
HOMep LIKO/bI, a TaKkXe doTorpadun ceoun, cBoen cemMbu n apysein);

2. OTKprBaTb B/10OXXEeHHbIe (I)aﬁ}'lbl 3ﬂeKTpOHHOVI NOoYTbl, KOrga He 3HaelWb OTNPAaBUTENA,

3. I'py6v|Tb, npnanpaTbCA, OKasbliBaTb aB1EHNE - BECTU cebs HeBEXKNBO U arpeccnBHoO;,

4. He pacnopsaiica aeHbramu TBoei cembh 6e3 paspelleHmns cTaplumx - BCeraa cnpalmsan

poautenen;
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5. He BcTpeuyaiics ¢ MHTepHET-3HaKOMbIMM B PeasibHOWM ¥KM3HU - MOCOBETYIACA CO B3POC/IbIM, KOTOPOMY
JoBepselb.

OCTOPOXHO

1. He Bce nuuwyT npaBay. Yntaelwsb o cebe Henpasay B MHTepHeTe - coobum 06 3Tom CBOMM poauTensam
WU OMNEKYHAM;

2. MpurnalwatoT NepenmncbiBaTbCa, UrpaTb, 06MEHMBATLCA - MPOBEPb, HET N NOABOXa;
3. HesakoHHOe KonupoBsaHue ¢alinos B MHTepHETe - BOPOBCTBO;
4. Bcerpa pacckasbiBali B3poC/ibiM 0 Npobaemax B CETU - OHU BCEraa nomoryT;

5. Mcnonb3syit HaCTpoKn 6e30nacHOCTM 1 NPUBATHOCTU, YTOBbI HE NOTEPATb CBOM aKKAyHTbI B COLLCETAX
W Apyrux nopTanax.

MOXHO

1. YBaxkalt gpyrux nonb3osaTenemn;

2. Monb3yelbca MHTEPHET-UCTOYHMKOM - Ze/1al CCbIJIKY Ha HEero;

3. OTKpbIBa TONbKO TE CCbIJIKK, B KOTOPbIX YBEPEH;

4. 06waTbCA 33 NOMOLLbIO B3POC/IbIM - POAUTENN, ONEKYHbI U aAMUHUCTPALLUA CaliTOB BCerga NoMoryT;
5. Mpoiigm obyyeHne Ha caiite "CeTeBMUYOK" M NOsIlyuM nacnopT undpoBOro rpakgaHuHal
MpunoxkeHue N 2

MHbopmaumnoHHaA NamATKa Ana o6yyalowmxca 4NA pasmeLleHns Ha opuLUanbHbIX UHTEPHET-
pecypcax

C KaXAblM roaomM MOJIOAEXN B MHTEpHEeTe CTaHOBUTCA B6O/blUE, a LUKONbHUKU O4HU U3 CaMbIX aKTUBHbIX
nosib3oBatesieli PyHeTa. Mexay Tem, NOMMMO OFPOMHOTO KOJIMYECTBa BO3MOMKHOCTEN, UHTEPHET HeceT
n npobaembl. ITa NAaMATKA A0/KHA NOMOYb Tebe 6e30NacHO Haxo4UTbCA B CETU.

KomnbloTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrPamMm, OTANYUTENBHON 0COBEHHOCTbIO
KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOMKEHUI0. B LONOAHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTL
WM NONHOCTBIO YHUUTOXUTL BCe Gaitibl U AaHHblE, MOAKOHTPObHbIE NONb30BATEIO, OT UMEHM
KoToporo 6bl/1a 3anyLeHa 3apaskeHHas NPorpaMma, a Tak»Ke NoBPeAUTb UK AaXKe YHUUTOXKUTb
OnepaLMOoHHYIO CUCTEMY CO BceMM dainnamm B LLeSIOM. B 6ONbLIMHCTBE CyYaeB pacnpoCTPaHAOTCSA
BMPYCbl Yepes MHTEPHET.

MeToApl 3aLWmTbl OT BPEAOHOCHbIX MPOrPamm:

1. Ucnonb3yii coBpemMeHHble OnepaLMoHHbIe CUCTEMbI, UMEIOLIME CePbe3HbI YPOBEHb 3aLLMTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocToAHHO ycTaHaBAMBal NayuT (LndpoBble 3aNNaTKM, KOTOpPble aBTOMATMYECKM YCTaHaBANBAOTCA C
Lenbto AopaboTKM Nporpammsl) U Apyrve 06HOBNEHNA CBOEW ONepaUMoHHOM cucTembl. CKaumBai ux
TOJIbKO C 0PULMANBHOTO caliTa pa3paboTtumka OC. Ecam cywiecTByeT pexkum aBTOMaTUYECKoro
06HOB/IEHWA, BK/IOYM €r0;



3. PaboTall Ha CBOEM KOMMbIOTEpe Mo NnpaBamu Noib3oBaTens, a He aAMUHMUCTpaTopa. ITo He
No3BOANT 6O/IbLUMHCTBY BPEAOHOCHbLIX MPOrpPamMmmM MHCTa/IMPOBATLCA HAa TBOEM NEPCOHaIbHOM
KomnbloTepe;

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbl U3BECTHbIX NPON3BOAMUTENEN, C aBTOMATUUYECKMM
obHoBNeHUem b6a3s;

5. OrpaHnyb pU3MYECKUiA AOCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX NINLL;

6. Mcnonb3yi BHeWHWE HOCUTENN MHDOPMALLMM, TaKME KaK deLlKa, ANCK Uan Gpain U3 MHTepHeTa,
TO/IbKO U3 MPOBEPEHHbIX UCTOYHMKOB;

7. He OTKpbIBalt KOMNbOTEPHbIE alinbl, NOAYYEHHbIE N3 HEHAAEKHbIX MCTOYHUKOB. Jaxke Te daiinbl,
KOTOpble NpuUcaan TBOM 3HAKOMbIN. Jlyylle yTOYHM Y HEFO, OTNPaBAAA M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA, Nepeaaun gaHHbIX, He TEXHOIOMUS, a BCEero nb bpeHa, mapka. Ewe B 1991 rogy
HUAepNaHACKaa KoMNaHuA 3apernctpuposana bpeHg "WECA", yTo 0603Ha4ano cnosocoyeTaHne
"Wireless Fidelity", koTopblii nepeBoaMTCA Kak "becnpoBoaHan TOYHOCTL".

[o Hawero BpemeHu aowna Apyras abbpesmnaTypa, KOTopas ABAAETCA TaKOM Ke TexHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHWe BbISI0 A4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKMU
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTeNAX U a3ponopTax ABAAETCA OTANYHON BO3MOMKHOCTbIO
BbIXOAa B MHTEepPHeT. Ho MHOrMe 3KcnepTbl cuMTaloT, YTo 0bLeaocTynHble Wi-Fi ceTn He aBastoTcA
6e3onacHbIMMU.

CoseTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepegaBsait CBOIO NMYHYIO MHPOpPMaLMIO Yepes obueaoctynHblie Wi-Fi cetn. PaboTas B HUX,
»KenaTesibHO He BBOAMTb Napo/iv A0CTyNa, JIOTUHbI U KAaKMe-TO HOMepa;

2. Ucnonb3yi n 06HOBAAN aHTUBUPYCHbIE Nporpammbl M 6paHamayep. Tem cambiM Tbl 06e3onacuLlb
cebs oT 3aKayKM BUpYCca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsosaHnn Wi-Fi oTkatoun pyHKumio "O6wmn aoctyn K pannam un npuHTepam'. [laHHan
dYHKLMA 3aKPbITA MO YMONYAHUIO, OAHAKO HEKOTOPbIE MOJIb30BATEIM AKTUBUPYIOT ee A/1A yA06cTBa
MCNonb3oBaHuA B paboTe uau yuyebe;

4. He ncnonb3yi nybamyHoln WI-Fl gna nepegayumn ANYHbIX AaHHbIX, HAaNpUmep 41a BbiIxo4a B
counanbHble CETU UK B SIEKTPOHHYIO NOYTY;

5. Vicnonb3yi TonbKo 3almuieHHoe coeamHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAN UMeHHO "https://";

6. B mobunbHOM TenedpoHe oTkAtoum GyHKLMIO "MoakntoveHme K Wi-Fi aBTomaTnyeckun'. He gonyckai
aBTOMAaTUYECKOro NOAK/OYEHNA yCTpoicTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CETM aKTUBHO BXOAAT B HALLY KM3Hb, MHOTME /110U PabOoTatoT M KMBYT TamM MOCTOAHHO, a B
Facebook yxe 3apernctpmpoBaH MMAIMapA YeN0BeK, YTO ABAAETCA OAHOWM CeAbMO BCEX KUTenel
nnaHeTbl. MHOrMe No/ab30BaTe/IM HE MOHUMALOT, YTO MHGOPMALLMA, PAa3MELLEHHAA UMM B COLMATbHBIX
CeTAX, MOXKeT 6bITb HallgeHa M UCNo/b30BaHa KeM YroA4HO, B TOM Yucae He o6asatenbHo ¢ 6aarumu
HaMepeHUAMMN.



OcHoBHble coBeTbl N0 6€30NacHOCTU B COLMASbHbIX CETAX:
1. OrpaHuyb cnucok apyseit. Y 1eba B Apy3bax HE AONKHO ObITb CAyYaliHbIX U HE3HAKOMbIX Nt04eN;

2. 3aWmLalt CBO YacCTHYIO XMU3Hb. He yKasbiBai Napoau, TenedoHsbl, agpeca, AaTy TBOEro POXKAEHWA U
OPYTYIO0 IMYHY0 MHGOPMALMIO. 3/10YMbILIEHHUKM MOTYT UCMOJ/Ib30BaTh AaxKe MHOPMaUUIo O TOM, Kak
Tbl ¥ TBOW POAUTENN NJAHUPYETE NPOBECTM KaHUKYbI;

3. 3awmLal cBoto penyTaumio - AepPKM ee B YUCTOTe M 3aaaBal cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyrve noib3oBaTenn BUAENU, YTO Thbl 3arpyxaellb? MNoaymali, npexae 4em 4To-To onyb6aMKoBaTh,
HanucaTb U 3arpy3unTb;

4. Ecnu Tbl roBOPULLb C 110A4bMMU, KOTOPbIX HE 3HaELb, HE UCMO/Ib3Y CBOE peasibHOe UMSA U APYryIo
JINYHYI0 MHPOPMALMN: MMSA, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. M36eralt pasmeleHunn ¢otorpaduin B UHTEpHETE, rae Tbl U306paykeH Ha MECTHOCTM, MO KOTOPOi
MOXHO onpeaennTb TBOEe MECTOMONOMKEHMNE;

6. Mpu perncTpaumm B counanbHoOM ceTn HeobXoAMMO NUCMONb30BaATb C/I0XKHbIE MAP0/M, COCTOoALLME U3
6YKB U LMP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. 0na coumanbHOM CeTH, NoYTbl U APYrMX CaliTOB HEOBXOAMMO UCMO/b30BaTh pasHble naposun. Toraa
ecnu Teba B3/10MaloT, TO 3/I0YMbILLAEHHUKM NOAYYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO Bce cpasy.

INEeKTPOHHbIE AeHbIU

3/'IeKTpOHHbIe AEHbIN - 3TO OYEeHb yﬂ,O6Hbe/‘1 cnocob nnartexen, OAHAaKO CyuW,eCTBYHOT MOLWEHHUKH,
KOTOpble XOTAT NONY4YNUTb 3TU AEeHbrN.

DNEeKTPOHHbIE AeHbIMN NOABUINCL COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO MHOMMX rocy4apcTeax Ao
CUX NOP He NPONMUCaHO NPO HUX B 3aKOHaxX.

B Poccum ke OHM GYHKLMOHUPYIOT M O HUX Y3Ke NMPOMUCaHO B 3aKOHE, rae UX PasaensioT Ha HECKOJIbKO
BMAOB - adHOHUMHbIE N HE aHOHUMHDbIE. PaaHmu,a B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NPoBOANUTL onepaunn 6e3 naeHTMdUKaLMmM NoAb30BaTeNs, @ B HEaHOHMMHbIX
naeHTMdMKaLma nonb3osaTena asadaeTca 0b6s3ateslbHOM.

TaKKe cneayeT pas/iMyaTtb 3NEKTPOHHbIE GMaTHble AeHbrM (PaBHbI FOCYAaPCTBEHHbIM BaloTaM) U1
3N1EKTPOHHbIE HeduUaTHble AeHbrM (He paBHbl rOCYAapCTBEHHbIM Ba/loTam).

OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3/IeKTPOHHbIMU AeHbraMu:

1. NMpuBAKK K c4eTy MOBUAbHBIV TenedoH. ITo cambliii yA0OHbIN U BbICTPbIN cnocob BOCCTAaHOBUTb
[0CTynN K cyeTy. MpurBa3aHHbIN TesiehOH NOMONKET, eC/n 3abyaellb CBOM NAATEXHbIN Naponb UK
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ncnonb3yit ogHopasosble naposun. Nocne nepexoaa Ha YyCUIEHHYO aBTopusaumio Tebe yxke He byaeT
YrpOXKaTb ONACHOCTb KPaXk1 MM NepexsaTa NaaTeKHOro naposs;

3. Bbibepu cnoKHbii Naposb. MpecTynHUKam byaeTt He NPOCTO yraAaTb C/IOXKHbIM Naposib. HageKHble
Nnapo/iv - 3TO Napon, KOTOPble COAEpPKaT He MeHee 8 3HAKOB U BK/IHOUAIOT B cebA CTPOUHbIE U
NPonucHble ByKBbl, LMPPbLI U HECKONIbKO CUMBOJIOB, TaKME KaK 3HaK gonnapa, GyHTa, BOCKANLATENbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOMU NINYHbIE AaHHbIE Ha caﬁTax, KOTOpPbIM HE A0OBEPAELUb.

3.I'IEKTp0HHaﬂ no4yTta



NeKTPOHHasA NoYTa - 3TO TEXHO/IOMMA U NPEAOCTaBAAEMbIe e10 YCAYTM NO NePECbIKE U NOAYYEHUIO
3/1EKTPOHHbIX COOBLLEHMI, KOTOpbIe pacnpeaensatoTca B KOMMNbIOTEPHOM ceTh. OBbIYHO 3/IEKTPOHHBIN
MOYTOBBIN ALMK BbITNAAMT CAeayowmm 06pasom: UMA_MN0Jb30BaTeNa@uMa_aomeHa. TakKe Kpome
nepesayn NPoCToro TEKCTa, MMEETCA BO3MOXKHOCTb NepeaaBathb Gpansbl.

OcHoBHble coBeTbl N0 6e30nacHon paboTe € 3/1EKTPOHHOM NOYTON:

1. Hapgo BbIOpaTh NpaBU/IbHbLIN NOYTOBbLIN CEPBUC. B MHTEpPHETE ecTb OrPOMHbIN BbI6Op BecnaaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Jlyylle A0BEPATb TEM, KOTO 3HAELb M KTO NepBbii B PEUTUHTE;

2. He yKasbiBali B IMYHOMN NoOYTE INYHYIO MHPOopMaLmio. Hanpumep, nyyie Bbi6paThb
"My3blKanbHbIN_paHat@" nnu "pok2013" emecto "temal3";

3. Ucnonb3yit ABYX3TanHyo aBTOpPMU3aLUmIo. ITO KOrga MOMMMO Naposia HY*KHO BBOAUTb KOA,
npucbliaemsiii no SMS;

4. Bblbepu C/I0XKHbIN Napo/b. A KaxkAoro NoYTOBOro AWMKa A01KeEH ObITb CBOM HaZeKHbIN,
YCTOMYMBbIM K B3/IOMY Napo/ib;

5. Ec/iv eCcTb BO3MOKHOCTb HanmcaTb CAMOMY CBOM JIMYHbIM BONPOC, NCMOJIb3Yi 3Ty BO3MOKHOCTb;

6. Mcnosib3yit HECKOIbKO MOYTOBbIX AWMKOB. [epBbIit 4717 YaCTHOW NEPENUCKM C aapecaTamm, KOTOPbIM
Tbl lOBEpsAellb. ITO 3/IEKTPOHHbIN afipec He Hago NCMONb30BaTb NPU perncTpauum Ha ¢opymax u
caunTax;

7. He oTKpbiBai ¢alinbl U gpyrue BAOXKEHMA B MMCbMaX, AAXKE €C/IM OHU NPULLAKN OT TBOMX APY3eN.
Jlydwe yTOUYHM y HMX, OTNPABAAAN N OHK Tebe 3Tu daiinbl;

8. MNocne okoHYaHMA pPaboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKPbITUEM BKNAAKM C CAUTOM He 3abyab
HakaTb Ha "BbitTK".

Knbep6yanuHr unm BupTyanbHoe U3aeBaTe/IbCTBO

KnbepbynnuHr - npecnesoBaHne coobLLEHUAMM, COAEPHKALLMMM OCKOpOAEHMA, arpeccuto,
3anyrMBaHme; XyIMraHcTBo; counanbHoe 60MKOTUPOBaHME C MOMOLLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocaiicsa B 600. Jlyuwnii cnocob: nocoBeToBaTbCA KaK cebsi BECTU U, EC/IU HET TOFO, K KOMY
MOXHO 06paTUTbLCA, TO BHaYasie YCNOKOUTLCA. ECM Tbl HauHelb OTBeYaTb OCKOpbAEHUAMM Ha
ockopbsieHuA, To TONbKO ele 6oblue pPas3oXKKelb KOHDIMKT;

2. YnpaBnain cBoen Knbeppenytaumneun;

3. AHOHMMHOCTb B CETU MHMMasA. CyLLecTByOT cnocobbl BbISCHWUTb, KTO CTOUT 32 aHOHMMHbIM
aKKayHTOM;

4. He CTOWUT BECTU XyIMFaHCKMIA 06pa3 BUPTYanbHOM KU3HU. UHTepHET GpUKCMpyeT BCce TBOU AEACTBUA U
COXpaHsAeT UX. YaanuTb ux byaer KpaiHe 3aTpyaAHUTENbHO;

5. Cobntopaii CBOKO BMPTYaNnbHYH YeCTb CMOOAY;

6. MITHOpMpPYM eguHUYHLIN HeraTuB. O4HOPa30Bble OCKOPOUTENIbHbIE COOBLLEHMSA NyYLle UTHOPUPOBATD.
O6bIYHO arpeccua NpeKpaLLaeTcs Ha HavaabHOW CTaamu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COO6LLI,EHWFIMM, B COLMAJIbHbIX CETAX €CTb
BO3MOXHOCTb 6}'IOKVIpOBKVI OoTnpaBKu COO6UJ,€HVIV1 c onpegeneHHbIX aapecos,



8. Ecan Tbl cBMAeTeNnb KnbepbynnuHra. TBou AeUCTBUA: BbICTYNUTL NPOTUB NpecieaoBaTens, NoKasaTb
€My, YTO ero Ae1CTBMA OLLEHUBAIOTCA HEraTUBHO, MOALEPHKATb KEPTBY, KOTOPOW HY»KHA
MCMX0I0rMYECcKan NOMOLLLb, COOBLUUTL B3POC/bIM O daKTe arpeccMBHOro NOBEAEHNA B CETU.

Mo6unbHbIii TenedoH

CoBpemeHHble cMapTdOHbI U NAAHLWETLI coaep:KaT B cebe BNoJiHe B3pOC/blit yHKLMOHaAN, U Tenepb
OHM MOTYT KOHKYPMPOBaTb CO CTaLMOHaPHbIMMK KomnbtoTepamn. OAHaKo, CpeacTs 3almTbl A1A
NoAo6HbIX YCTPOMCTB NMOKa 04eHb Mano. TeCTMPOBaHME U NOUCK YA3BUMOCTEN B HUX NPOUCXOANT He TaK
MHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX NPUNONKEHWUN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe NpakTnyeCkn A0orHaan HacCtoJsibHble aHa0rnm, 04Hako
pacwuunpeHune (I)yHKLI,MOHaJ'Ia B/1I€YEeT 3a cobol 60ﬂbLLly|'O CNNOXKHOCTb U MEHbBLYHO 3aWMNLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 06HOBEHWSA, 3aKPbIBAOWME KPUTUYECKME YA3BUMOCTM 415
CBOWX YCTPOWCTB.

OcHOBHble coBeTbl ANA 6e30nacHOCTN MOBUNBLHOTO Tene¢0Ha:

Huyero He ABAAeTCA nNo-HacToAwemy 6ecniaTHbIM. byab OCTOpOsKeH, BeAb Koraa tebe npegnarator
6ecnnaTHbI KOHTEHT, B HeM MOTYT 6bITb CKPbITbl KAKME-TO NaTHbIe YCayru;

Adyman, npexge yem otnpasuTb SMS, doTo unum Buaeo. Tbl TOYHO 3HaELWb, rAe OHWU ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOErO CMapPTPOHa;
Mcnonb3yit aHTUBUPYCHbIE NPOrpammbl Aaa MobUAbHbIX TenedoHOoB;

He 3arpykait npuioKeHUs OT HEM3BECTHOTO UCTOYHWKA, BeAb OHM MOTYT COAEPKaTb BPeAOHOCHOE
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbliAeLWb C caliTa, rae BBOAM/ IMUYHYI0 MHPOopMaLUIo, 3aian B HAaCTPOMKM bpaysepa
n yganu cookies;

Mepunoamyeckn nposepsii, KakMe NaaTHble YCAYrM aKTUBMPOBaAHbI Ha TBOEM HOMEPE;

[aBait cBo HOMep MOBUNbHOTO TeslepOHa TOIbKO /IOAAM, KOTOPbIX Tbl 3HAELWb M KOMY A0BEpPSAELLb;
Bluetooth gonKeH 6bITb BbIKNOYEH, KOFAa Tbl UM He Nosb3yelwbea. He 3abbiBait MHOrAa NPOBEPATL 3TO.
Online urpobl

CoBpeMeHHble OHIANH-UTPbI - 3TO KPACOYHbIe, 3aXBaTbIBAOLLME Pa3B/ieyeHms, 0b6beaNHAOWME COTHU
TbICAY YeNOBEK Mo BCemy MUpPY. Urpoku nccneaytoT AaHHbIA UM MUP, 06LLatoTCA APYr C APYrom,
BbINONHAOT 3aZaHNA, CPAMKAKOTCA C MOHCTPAMM M NOJYYatoT ONbIT. 33 YA0BOALCTBME OHU NAATAT:
MOKynatoT AUCK, ONIaYMBaloT abOHEMEHT WK NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3Tv cpeacTBa MAYT Ha NoAAeprKaHMe M Pa3BUTUE UMPbI, @ TaKKe Ha caMmy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPMU3ALLIMM, BbIMYCKAOTCA HOBbIE NaTuu (UMdpOoBbIE 3anaaTKM Ans
nporpammy), 3aKpblBatoTCA YA3SBUMOCTU CEPBEPOB.

B I'IOAOﬁHbIX nrpax CTounT onacaTbCA HE CTOJZIbKO CBONX CONEPHUKOB, CKOJZIbKO Kpa*Xu TBOEro napond, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpU3aLnn 60/1bLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro NUrpoBoOro akkayHTa:

1. Ecnv gpyroli urpok seaet cebs Naoxo Uamn cosgaeT Tebe HenpUATHOCTU, 3ab1I0OKMPYI ero B CNUCKe
WrPOKOB;



2. MNoKanyica agMMHUCTPATOPaM UrpPbl Ha NI0X0e NOBeAEeHME 3TOTO UrPOKa, XKenaTesbHO NMPUNOKUTb
KaKue-TO [0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasbiBali INYHY0 MHPOpMaLMIO B Npodalisie urpsbl;
4. YBaKali 4pyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnmBai HeodumumManbHble Natyn n moabl;

6. Micnonb3yit cNoXKHbIE U pasHble Naponu;

7. [axke BO BpemMA UrPbl HE CTOUT OTKAOYATb aHTUBUPYC. [MOKa Tbl Urpaellb, TBOM KOMMNbIOTEP MOTYT
3apasuTb.

OUWKHT am KpaXXa JINYHbIX AaHHbIX

O6bIYHOM Kparkelt AeHer U IOKYMEHTOB CEroAHA Y*Ke HUKOro He YAUBWLLb, HO C Pa3BUTUEM UHTEPHET-
TEXHO/IOMNI 3/10YMbILLIEHHUKN NepeMeCTUINCh B UHTEPHET, U NPOA0MXKAIOT 3aHMMaTbLCA "Ntobumbim"
Oe/IOM.

TaK nosBMIaCcb HOBas Yrpo3a: MHTEPHET-MOLLIEHHMYECTBA UM GULIKHT, T1aBHAaA Le/ib KOTOPOro COCTOUT
B MOJIy4eHUM KOHOUAEHUMANBHBIX AaHHbIX NMOJ1b30BaTe/Iel - TOTMHOB W Naposieit. Ha aHrIMACKOM A3biKke
phishing uutaetca kak uwwmHr (ot fishing - pbibHas noenn, password - Naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULWNHIOM:

1. Cneaun 3a cBOMM akKkayHTOM. Eciv Tbl NoA03peBaellb, YTO TBOA aHKeTa bblna B3lomaHa, To
HeobxoaMmo 3a6/10KMPOBaATL €e N COOBLLNTL aAMNUHMUCTPATOPAM pecypca 06 3TOM KaK MOXHO CKopee;

2. MCI‘IOI’Ib3y17I 6e3onacHble BE6-CaV1TbI, B TOM Yncne, UHTEPHET-MarasmHOB U MOUCKOBbLIX CUCTEM;

3. Micnonb3yi cnoskHble U pasHble Naponun. Takum ob6pasom, eciv Tebs B3I0OMaIOT, TO 3/10YMbILLAEHHUKN
MoAy4YaT AOCTyN TONbKO K 04HOMY TBOEMY NPOdUI0 B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3IOMAK, TO HEOBXOAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBNeHbl y
Tebs B ApYy3bsX, 0 TOM, 4TO TebA B31IOManU U, BOSMOXKHO, OT TBOEIO MMEHM ByAeT pacchinatbca cnam u
CCbI/IKM Ha GULUMHIOBbIE CalTbl;

5. YcTaHoBM HageHbil naposb (PIN) Ha MobUAbHbIN TenedoH;
6. OTK/IOUM coxpaHeHWe napona B bpaysepe;

7. He oTKkpbiBali Gaiinbl M Apyrye BAOKEHWSA B MUCbMaX, AAXKe eC/IM OHU MPULLAN OT TBOWX APY3ei.
Jlydwe yTOUYHW y HUX, OTNPABAAAN NN OHY Tebe 3Tu dalinbl.

Ludposana penyraums

UundpoBsan penyTaums - 3To HeraTMBHas UaM No3MTUBHaA MHGopmaLma B ceTu o Tebe.
KomnpomeTupytowwan MHGopmaLms, pasmeLLEHHasA B MHTEPHETE, MOXKET Cepbe3HbiM 06pasom
OTPa3nTbCA HA TBOEWN peanbHOM Ku3HU. "Lindposas penytaumna" - aTo TBOM UMUAK, KOTOPbIN
dopmmpyeTca U3 MHbopmaumumn o Tebe B UHTEPHETE.

TBOE MeCTo XKUTeNbCTBA, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHoCTH XapaKTepa n pacCKka3bl O
61IM3KNX - BCE 3TO HaKan/IMBaeTcA B CETU.

MHorue noApOCTKN NErKOMbIC/IEHHO OTHOCATCA K Ny6AMKauumn AMYHOM MHPOPMauun B UHTepHeTe, He
NOHMMasn BO3MOMKHbIX MOCeACTBMIA. Thl AaXKe HE CMOXKELLb A0rafaTthcA O TOM, YTo dpoTorpadus,
pasmelleHHas 5 fIeT Hasag, cTana NPUMYMHON OTKasa NPUHATL Tebs Ha pabory.



KommeHTapuu, pasmeleHne TBoux ¢poTorpaduin u gpyrue A4encTBmus MoryT He McHesHyTb Aaxe nocne
TOrO, KaK Tbl X yAanuwb. Tbl HE 3HAELWb, KTO COXPAaHWUA 3TY MHPOPMALMIO, NOMNana i OHA B MOUCKOBbIE
CUCTEMbI M COXPaHWIACh /1M OHa, a INaBHOE: YTO NOAYMAIOT 0 Tebe OKpyXKatowue NamM, KoTopble
HaMAayT U yBUAAT 3T0. HaT MHGOPMALMIO MHOTO JIET CNYCTA CMOXKET /1060 - Kak 13 4obpbix
noby»KAeHW, TaK U C HAMEPEHMEM NPUUYUHUTL Bpe. ITO MOXKeT ObiTb KTO YroZHo.

OcHoBHble COBETbI NO 3almTe LNMbPOBON penyTaummn:
1. Moaymaii, npexae yem 4To-TO NY6ANMKOBATL U NepeaaBaTth y ceba B 610re nan B COUMANbHOM CETY;

2. B HacTpolikax Npoduns yCTaHOBU OFpaHMYEHMA Ha NPOCMOTP TBOEro NPodUAA U ero COAEPHKMMOTO,
caenam ero TonbKo "ana apysein';

3. He pa3meLlalt 1 He yKasbiBait MHPOPMALMIO, KOTOPAA MOXKET KOro-1mbo ockopbasaTb UM obukatb.
ABTOpCKOE npaso

CoBpeMeHHble WKONbHUKM - aKTUBHbIE N0/Ib30BaTeNn LMbpoBoro npocTpaHcTea. O4HaKo AaneKo He Bce
3HAIOT, YTO N0J/Ib30BAHNE MHOTMMM BO3MOXKHOCTAMU LMdPOBOro mmpa TpebyeTt cobnogeHns npas Ha
WHTENIeKTYaIbHYH0 COBCTBEHHOCTb.

TepmuH "MHTENNeKTyaIbHaA COBCTBEHHOCTL" OTHOCUTCA K Pa3/INYHbIM TBOPEHMAM YE€/10BEYECKOTO YMa,
HauyMHasA C HOBbIX M306peTeHUM U 3HaKoB, 0603HaYalOLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTU, U
3aKaHuMBasA KHUramu, potorpaduamm, KUHOGUAbMAMU N MY3blKabHbIMW NPOU3BEAEHUAMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTya IbHYI0 CO6CTBEHHOCTb Ha NPOM3BEAEHUA HAaYKN,
NMTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYMatoT B KaYecTse rapaHTUmM TOro, 4To
WHTENIeKTYaIbHbIN/TBOPYECKMIA TPy aBTOpa He ByaeT HanpacHbIM, AacT eMy Crpaseanunsble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/bTaTax CBOEro Tpyaa, NoNy4ynTb M3BECTHOCTb U NPU3HaHUe. HUKTo
6e3 paspelleHns aBTopa He MOKET BOCNPOMU3BOAMTb €ro MponsseaeHne, pacnpocTpaHaTb, Ny6anYHO
AeMOHCTPUPOBaTb, MPoAasaTb, UMMNOPTUPOBATL, NyCKaTb B MPOKAT, My6ANYHO UCMONHATD,
MOKa3blBaTb/UCMNONHATL B 3dUpPe Uan pasmellatb B MIHTepHeTe.

Mcnonb3oBaHue III'Il/lpaTCKOI'OII nporpammHoro obecneyeHns MoxKeT npmneectn K MHOTMM PUCKaM: OT
noTepn AaHHbIX K TBOMM aKKayHTam 40 6}'IOKMpOBKM TBOEro yCTpOVICTBa, rae yCraHoB/1eHa HenerasbHaAa
nporpamma. He ctouT Takke 336bIBaTb, YTO CyLWeCTBYIOT fierasibHble U 6ecnnatHble nporpammel,
KOTOpbleé MOXXHO HaNTW B CETW.

O noprane

CeTeBUYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34Ch Thl MOXKELUb Y3HATb 0 6€30NacHOCTU B CETH
NOHATHLIM W AOCTYNHbIM A3bIKOM, @ MPU BO3HUKHOBEHMM KPUTUYECKOM CUTYaLLMM 06paTUTLCA 33
COBETOM. A TaKKe NPMHATbL yYacTUe B KOHKYPCaX U CTaTb CaMbiM LLUGPOBbLIM FrpaxKaaHUHOM!

MpunoxkeHune N 3

MNamaTtka gas poauTtenen 06 ntHpopmauMoHHOU 6e3onacHOCTU peTein

Munucrepcrso o0pazoBanusi 1 Hayku Poccuiickoii @enepannn

JEIMAPTAMEHT T'OCYJIAPCTBEHHOM IMOJIUTUKHA B COEPE OBIIEIO
OBPA3OBAHMUSA

IMMCbMO

ot 14 mas 2018 roga N 08-1184



O nanpaBJyennu uHGopmMauumn

JlenapraMeHT rocy1apCTBEHHOM MOIUTUKY B chepe oOuiero oopazoBanust MuHoOpHayku
Poccun nanpasisier 1uist cBeieHus paspadoranHbsle Bpemennoi komuccueit Cosera @enepanuun
10 Pa3BUTHIO HHPOPMALIMOHHOTO OOIIECTBA METOAMYECKIE PEKOMEHIAINHI O PA3MEIICHUHT Ha

nHGOPMALMOHHBIX CTeHIAaX, OQUIMAIBHBIX MHTEPHET-CANTaX U APYIUX HHOOPMALIHOHHBIX

pecypcax O6[HCO6D330B8.T6J'IBHBIX OpraHu3aluMi U OpraHoB, OCYIIECTBISIONIMX VIPABICHUE B

chepe obpaszoBanus, nHGOpMAILIK 0 OE€30ITIACHOM MOBEACHUN U MCIIOJIb30BAHUU CETHU

'

'Unrtepuer".
Hupektop [enapramenra

A.E.IletpoB
IIpunoxenue

MeTtoauyeckne peKOMeHIAMU O Pa3MellleHUM HA HH(POPMALMOHHBIX CTEHAAX,
opUIIHAIBHBIX HHTEPHET-CAWTaX U IPYruX HHPOPMALMOHHBIX pecypcax
001eo0pa3oBaTeIbHBIX OPraHM3ALMA M OPTraHOB, OCYIECTB/ISIIOIIMX YIIpaBJeHue B chepe
o0pa3zoBanus, uHopManum o 6€30MaACHOM NMOBeAeHHH U UCIO0Ib30BaHNu ceTH ""UHTepHeT"

Okcnepramu 1 wieHaMu BpemenHoii komuccun Cosera @enepaiyiu o pa3BUTHIO
nH(OPMaIIMOHHOTO O0IIIECTBAa B paMKaXx BBIIIOJIHEHUS PEKOMEH AU MapIaMEeHTCKUX
ciymanuii "AKTyanbHBIE BOIPOCHI 0OecriedeHrsi 0€30MacHOCTH U pa3BUTHSI IETEH B
UH(POPMALIMOHHOM TpocTpaHcTBe", KoTopsie nponu B Coere ®enepanyu 17 anpens 2017 r.,
ObuTH pa3paboTaHbl METOJMYECKUE PEKOMEHIANHN O Pa3MEIICHUU Ha WH(POPMALIMOHHBIX
CTeH/1ax, O(UIIMATbHBIX HHTEPHET-CAaliTaX U APYruX HHHOPMALIMOHHBIX pecypcax
0011e00pa3oBaTeIbHbIX OPTaHU3alUi U OPTaHOB, OCYILECTBISIONINX yIIpaBieHHe B chepe
obOpazoBanusi, HHGOPMAIIMK O OE€30ITACHOM TMOBEJICHUH U UCTIOIb30BaHuu cetu "MuTepHeT"
(manee - METOUYECKUE PEKOMEHIAIINN ).

MeTtoauueckre peKOMEH 1Ay HalpaBJIeHbl HA KAYECTBEHHOE MTOBBIIIEHNUE YPOBHS
UH(POPMALIMOHHOM JesTeIbHOCTH 00111e00pa30BaTeIbHBIX OPraHU3alMii U OPraHoB,
OCYIIIECTBIISIOLIUX YIpaBlieHUe B cepe oOpa3oBaHUsl, B YaCTH HHOOPMHUPOBAHUS YHALTUXCS, UX
poauTenei (3aKOHHBIX MPEICTABUTEIICH) U TIeJaroruaeckux pabOTHUKOB 00 OCHOBHBIX acIeKTax
MH(POPMALIMOHHOM 0€30MacHOCTH.

Metoanyeckre peKOMEHIAIIH MTO3BOJIAT 00111e00pa30BaTeIbHBIM OpraHU3alusiIM U
opraHam, OCYIIECTBIISIOLIUM YyIIpaBieHHE B cepe 00pa3oBaHusl, aKTyaIu3upOBATh yiKe
HCIIOJIb3YEMBIE U pa3MellleHHbIe HH(OPMallMOHHbIE MaTepUabl, TaK U MOATOTOBUTH UX B CIydae
UX OTCYTCTBUS C YYETOM JIYUIIUX NTPAKTUK U PEKOMEHIALH.

B pamkax METOIMYECKUX PEKOMEHIALNN PACCMAaTPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:

1. nH(bOpMaLIMOHHBIE CTEH/IBI;

2. opunmanbHble UHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi MH(POPMAIIUH (IIKOJIBHBIE Fa3€Thl, IEAArorHuecKue U31aHus 1
NpyTHE).

HNudopmanmoHHbIe CTEH/bI

Ha nndopmarnimonHsix cTeHaaX B 00111e00pa3oBaTeIbHBIX OPTaHU3AIUAX, PACTIOIOKEHHBIX
B (hoile yupexneHui U B KaOMHETaxX, OCHAIIEHHBIX TIEPCOHALHBIMH YCTPOMCTBAMH IS BBIXOJIA
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B ceTh "MHTEpHET", peKOMEHAYETCSl pa3MeCTUTh HH()OPMAITMOHHBIC TAMSITKH, COJICPKAIIIHEC
OCHOBHBIE COBETHI 10 00ECTICUCHHIO HH()OPMAITMOHHOM 0€301TaCHOCTH yUaIuXCsl.
B mpunoxennn N 1 K METoin4eckuM PEKOMEH/IAIMM MPEICTaBIIeH 00pa3el] MaMsaTKU s

pasMCIICHUSA Ha I/IH(i)OpMaI_II/IOHHBIX CTCHOax.
CpencrBa MaccoBoii HH(pOpMaITUU

B cpeactBax maccoBoil nuH(popMaIK, OPUEHTUPOBAHHBIX Ha 00yUaroIuxcs,
pPEKOMEH/IyeTCsl B TeUSHHE y4eOHOTro rojia perysipHO MyOIMKoBaTh HHPOPMAITMOHHBIE
MaTepHalbl, OCBSIIEHHBIC OTACIHHBIM aclieKTaM HH()OPMAIIMOHHON 0€30MacHOCTH, a TaKXKe
pas3JInYHbIe MaMATKU OOILEro Xapakrepa.

B cpeactBax maccoBoil nH(oOpMaK, OpUEHTUPOBAHHBIX Ha M1E€arOrH4eCcKyto
0O0IIeCTBEHHOCTh, PEKOMEHIYETCS B TEUCHHE KAJICHAPHOTO TO/1a PETYIISIPHO MyOJIMKOBATh
UH(OPMALMOHHbBIE MaTepHAIIbI, TIOCBAIICHHBIE OTACIBHBIM aclieKTaM HH()OPMAITHOHHOK
0€30I1aCHOCTH KaK HECOBEPILIEHHOJIETHUX, TaK U 00111e00pa30BaTeIbHbIX OpraHU3aluii, a TaKxKe
pas3yIn4HbIe MAMATKH, 0030pbl HOPMAaTHUBHO-TIPABOBOI'O PEr'YIMPOBAaHUS JTaHHON cdephl U
UH(POPMALIKIO O aKTyaTbHBIX MEPOTPUATHSIX M COOBITHSAX B JAHHOU cdepe.

B xone nposenenust Enunoro ypoka no 6ezonacHoctu B cetu "MHTEpHET" pekoMeHyeTcs
00ecreynTh BITYCK TEMAaTHUECKOr0 BITYCKa CPEICTBA MacCOBOM MH(OpMaIuu 11ubo cepun
nyOuKanuii, cpeiu KOTOPBIX pacCCMOTPETh OPraHU30BAaHHBIE MEPOIIPUATHS JUIsl 00YyYarOLIMXCH,
UX pojuTenel (3aKOHHBIX MPEACTaBUTENEH) U TeAarornyeckoi 001ecTBEHHOCTH.

O¢puunanbubie MHTEpHET-pecypChl

O0611e06pa3zoBaTeabHbBIM OpPraHU3alMsIM PEKOMEHIYeTCsl Ha CBOMX O(UIIMAIbHBIX
HNutepHeT-pecypcax obecrnednTs (yHKIIMOHUPOBAHNE CAMOCTOSITEIBHOIO U
CHenraIu3upoBaHHOro pazaena "MuadopmanmonHas 6€30mMacHOCTS", B paMKax KOTOPOTO
MIPEAYCMOTPETh pa3MeENIeHUE ClIeyIolel nHpopMaIuu:

N Pa3znen/nonpaznen ®dopmar CopepxaHue MaTepHUaJIOB
MIPEJCTABICHUS
MaTepHaoB

1. | JlokanbHble Konuu nokymenToB B | Pa3memniaroTcst KOnuu JOKYMEHTOB,
HOpMaTHUBHBIE akThl B | (popmare *PDF T.€. CKAHUPOBAHHBII BapHaHT
cdepe obecriedeHus JIOKYMEHTa, COOTBETCTBYIOLIHH
H(pOpMaLOHHON TpeOOBaHUAM K TapaMeTpam
0e30macHOCTH CKaHMpoBaHHUs. PazmematoTcs
00yJaroImuxcs JOKYMEHTBI, PETJIAMEHTHUPYIOIIHE

OpraHM3aLUIo U paboTy ¢
NEpCOHAJIBHBIMU JaHHBIMU, ITJIAHBI
MEPOIPHUATHI IO 00ECTICUCHHIO
WH(POPMaITMOHHOM 06€30MacHOCTH
00y4aromuxcs U Apyrue.

2. | HopmaTuBHOE Konuu nokymentoB B | IlyOnukyroTcst akTyanbHbIe CBEACHUS
peryJnpoBaHue dbopmare *PDF 0 ¢erepaTbHBIX U PETHOHATBHBIX
3aKOHaX, MMChbMaxX OPraHOB BIACTU U
JpyTUe HOPMaTHBHO-TIPABOBEIE
JOKYMEHTBI, PETJIAMEHTHUPYIOIIHE
obecrieyeHre NHPOPMALMOHHOM
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0€30MacCHOCTH HECOBEPIICHHOJIETHHX.
Jlonyckaercss BMECTO KOIHA
pa3MeniaTh rUNEPCChUIKH Ha
COOTBETCTBYIOIIHME IOKYMEHTHI Ha
caiiTax OpraHoB rocyJ1apCTBEHHON
BJIACTH.

3. | [lemarornyecxkum
paboTHHUKaM

TekcT Ha cTpaHuile
caiita

Koruu 1oxymeHTOB B
¢dopmare *PDF

Pasmemarorcs meTogudeckue
PEKOMEHIallUU U YKa3bIBAETCS
UH(pOpMaLUs O MEPONPUATHSX,
IIPOEKTAX U MporpamMmmax,
HaIPaBJICHHBIX HA ITOBBIILIECHUE
UH(POPMAIIMOHHON TPaMOTHOCTH
1elarOrHYeCcKiX PaOOTHUKOB.

4. | OOyuarouumcs

TekcT Ha cTpaHule
caira

Pazmerniaercst nundopmarroHHast
namstka (npuioxenue N 2) u
yKa3bIBaeTcsi HH(opMaIus o
MEpOIPUATHSX, IPOCKTAX U
porpaMMax, HalpaBJICHHBIX Ha
HOBBIIICHUE WHPOPMAIIMOHHOM
I'PaMOTHOCTH O0yYarOIIMXCS.

5. | Pogurensam

Tekcrt Ha CTpaHUuIC

Pazmermaercs nndopmarmonHas

(3aKOHHBIM caiita namsaTka (nmpunoxenue N 3).
IPEJCTaBUTEIISIM)
00yJaronmxcs
6. | Herckue 6e3onacubie | TekcT Ha cTpaHHIE Pa3memaercs unpopmanus o
CalThl caiira PEKOMEH/1yeMbIX K UCIOJIb30BAHUIO B

yueOHOM Mporiecce 0e30MacHbIX
caiitax, OaHHephI 0€30MaCHBIX
JNETCKUX CAlTOB.

Opranam, OCyIIECTBIISIFONIIUM yIIpaBlIeHHE B cpepe 00pa3oBaHusl, PEKOMEHIYETCS Ha CBOUX

Oq)HHHaHBHBIX I/IHTepHeT-pecypcaX 00eCceunTh Q)YHKI_II/IOHI/IpOBaHI/Ie CaMOCTOATCIIBHOI'O U

crielManu3upoBaHHoOro paszena "MudopmaronHas 6€30MacHOCTh", B paMKax KOTOPOTro

IPEeyCMOTPETh pa3MelIeHHE cienyromei nudopmannu:

IIpuinoxenne N 1

ITamsaTka nos o0y4varomuxcs 00 ”HGOPMALMOHHOI 0€30aCHOCTH JeTel

HEJIb31

1. Bcem noipsiz; cooO1IaTh CBOKO YaCTHYIO MH(POPMAILIMIO (HACTOSAIINE UMS, (DAMIIIHIO,

TenedoH, azipec, HoMep LIKOJIbI, a TaKkke GoTorpapuu CBOU, CBOEH CEMbU U JIpy3ei);

2. OTKpLIBaTb BJIOKCHHBIC (1)3171]'[]51 BHCKTpOHHOﬁ IO4YThI, KOTAAa HE 3HACIIb OTIIPABUTCIIA;

3. Fp}/6I/ITB, npuaupaTbCA, OKa3bIBaTh JaBJICHHUC - BECTU ce0s1 HEBEXKJIUBO U arpeCCUBHO;,

4. He pacniopsixaiicsi AeHbraMu TBOEH ceMbH 0€3 pa3pelieHns CTapIuX - Bceraa

CIIpalnBai poaUTENeH;

5. He Bcrpeyaiics ¢ THTEpHET-3HAKOMBIMU B PEAIBHOW JKU3HU - IIOCOBETYUCS CO

B3pPOCJIBIM, KOTOPOMY OOBCPACHIb.

OCTOPOXHO

1. He Bce numryt npasay. Uutaemus o cebe HenpaBay B MIHTepHeTe - coobmu 06 3ToM

CBOUM POIUTCIISAM UWJIN ONICKYHAM,
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2. [IpurnamaroT nepenuchBaThCsl, UTPaTh, 0OOMEHUBATHCA - MPOBEPD, HET JIM MI0JIBOXA;

3. Hezakonnoe xonupoBanue ¢aiiios B IHTepHETE - BOPOBCTBO;

4. Beerna paccka3biBail B3pOCIbIM O ITpo0sieMax B CETH - OHU BCEr/ia IOMOTYT;

5. Vcrionb3yil HaCTpOMKH 0€301MacCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOU
AKKayHTBI B COIICETAX U JIPYTUX MopTajax.

MOXHO

1. YBaxaii Ipyrux nojb30BaTelei;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - Ji€Jail CChUIKY Ha HETO;

3. OTKpbIBai TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0mmartbcs 3a MOMOIIBIO0 B3POCIBIM - POJUTEINN, OTIEKYHBI U aIMUHHUCTPAIIUS CAUTOB
BCEr/ia IOMOT'YT;

5. Ipoiian oOydenue Ha caiite "CeTeBUYOK" U MOTYYH MacopT MU(POBOTO TpakaaHuHa!

Hpuniaoxenne N 2

HNudopmanuonHas namMaTKa AJs 00y4aroLUXcs IS pa3MelleHus Ha opuIuaabHbIX
HHTEPHeT-pecypcax

C KaxpIM rOJJOM MOJIOZIE’KU B UHTEPHETE CTAHOBUTCS OOJIbILIE, a INKOJIBHUKHU OJJHU U3
CaMbIX aKTUBHBIX II0JIb30BaTesel Pynera. Mexy TeM, IOMHMO OIpOMHOTO KOJIM4€ECTBA
BO3MOYKHOCTEH, MHTEPHET HECET U MpobeMbl. DTa namsTKa JODKHA IOMOYb Tebe 6e301acHo
HaXOJUTHCS B CETH.

Komnbrorepabie BUpychbl

KoMnproTepHblIil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPaMM, OTIMYUATEIBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B onosHeHue K 3Tomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (pailiibl U JaHHbIE,
MOJIKOHTPOJIbHBIE TI0JIB30BATEN0, OT KMEHU KOTOPOTro Oblia 3amylleHa 3apakeHHas mporpamma,
a Tak)Ke MOBPEIUTh WIN AaXKe YHUUTOXKHUThH ONEPALlMOHHYIO CUCTEMY CO BCeMH (hailiamu B
nesnoM. B GonbIIMHCTBE cityyaeB paclpoCTPaHSIOTCS BUPYChI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTrpamMMm:

1. Mcrionb3yit COBpEMEHHBIE OITEpALlMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHb
3aIUTH] OT BPEJOHOCHBIX IPOTrpaMm;

2. IlocTosiHHO ycTaHaBIMBal MayTH (LIMQPOBbIE 3aMJIaTKH, KOTOPble aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C IIEJIbIO IOPaOOTKH NMPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
omnepanroHHoM cucteMbl. CkaunBai X TOJIBKO ¢ odunManbHoro cairta pazpadborunka OC. Ecnu
CYIIECTBYET PEXUM aBTOMAaTHUYECKOT0 OOHOBIJIEHUS, BKIIIOUH €T0;

3. Pa0oraii Ha cBOEM KOMIIbIOTEpPE I10]1 IIPaBaMH I0JIb30BATENs, a HE aIMMUHUCTpATOpa. ITO
HE TMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOTrPaMM HHCTAJIIMPOBATHCS HA TBOEM
MEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcrionb3yii aHTUBUPYCHBIE IPOIPaMMHBIE TPOTYKThI U3BECTHBIX TPOU3BOJUTEIIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OpPMAaLIUY, TaKue Kak (iemnika, TUcK Win Qaitin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;



7. He oTKpbIBait KOMIIBIOTEpHBIE (haliJIbl, TOTYYCHHBIC U3 HEHAC)KHBIX UCTOUYHUKOB. Jlaxe
Te (haiyIbl, KOTOPBIC MPUCITAT TBOW 3HAKOMBIN. JlydIlie yrouH# y HEro, OTIPAaBIISLI JIM OH Te0e UX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JIKIIb OpeH 1, Mapka. Eie B
1991 roxy Huaepnanackas komnanus 3apeructpuponaia openn "WECA", yto o603Havaio
cinoocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHast TOYHOCTH'".

Jlo Hamero BpeMeHU JoIuIa Apyras abOpeBuaTypa, KOTopas sIBISICTCS TAKOU kKe
TexHosoruei. Ito abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIICH 3ByKoBoM TexHuku Hi-Fi, uTo B mepeBoie 03HauaeT "BhICOKAst TOYHOCTh'".

Ja, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTEINAX U adpoIopTax SIBJISAETCS OTIUYHON
BO3MOXKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 00IIe0CTyHBIE Wi-
Fi cetn He sBnsroTCS 0€30MaCHBIMU.

CoBeTblI 10 6€30macHOCTH paboTHl B 001IeA0CTYHHBIX ceTssx Wi-fi:

1. He nmepenaBaii cBoto nuunyto uHpopMmaiuio yepes odmenocrymnusie Wi-Fi cetu. Paboras
B HUX, KeJIATEJIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEpPa;

2. Ucnonb3yit 1 OOHOBIISAIN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHaMayep. Tem caMbIM Thbl
o0e3omnacuiib cedst OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oanuu Wi-Fi otkimoun Gyrkimto "OOmuii 10CTym K aiaaM u
npuaTepam". JlaHHas QyHKIUS 3aKphITa IO YMOJTYAHHIO, OJJHAKO HEKOTOPBIC MOJIB30BATEIH
aKTUBUPYIOT €€ AJIs1 y100CTBA UCII0JIb30BaHUA B paboTe niau yueoe;

4. He ucnonwsyit myonuunsiii WI-FI 115 nepegaun mMuHbIX JaHHBIX, HAIpUMED [
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonp3yii Tonbko 3amunieHHoe coequHenue yepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https://";

6. B mo6bunsHOM Tenedone otkiaroun ¢pynkuuto "[loakmouenne k Wi-Fi aBTomatnuecku".
He nomyckaif aBTOMaTH4eCKOT0 MOJIKIIIOUEHUs ycTpoicTBa k ceTsiM Wi-Fi 6e3 TBoero cormacusi.

CounanbHble ceTH

CornuaibHbBIE CeTH aKTUBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOJIU pa0OTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIHAp/ YENIOBEK, YTO SIBISIETCS OJHOMN
CeIbMOM BCeX KUTeNel TuiaHneThl. MHOTHE TOoIh30BaTeNld HE MOHUMAIOT, YTO HH(OopMaIus,
pa3MenieHHasl HMH B COIIMAITBHBIX CETSIX, MOKET OBITh HalJIeHAa M UCITOJIb30BaHA KEM yTOJIHO, B
TOM YHCIIe HE 00s13aTeIbHO ¢ OJaruMu HAMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 O€30MACHOCTH B COIIMAIBHBIX CETSX:

1. Orpanuyb criucokK Apy3ei. Y TeOs B IpYy3bsiX HE TOJDKHO OBITH CIYYaHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuiail cBOIO 4acTHYIO kH3Hb. He yka3biBail maposu, TenedoHsl, ajapeca, 1aTy TBOETO
POXKACHUS U PYTYIO JTMYHYIO MHPOPMAIIHIO. 370YMBIIUIEHHUKA MOTYT HUCIIOJIB30BATh JAXe
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminaii CBOIO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc: XoTe OBl ThI,
YTOOBI JPYTHE TOJIE30BATEIIH BUJICIH, YTO ThI 3arpykaems? [Toxymaii, mpexae 4eM 9To-To
OIMyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPUIIIH C JTFOABMH, KOTOPBIX HE 3HACIIIh, HE UCIIONB3YH CBOE PEAIbHOE UM U
JPYTYIO JTHYHYIO HHPOPMAITUH: UMSI, MECTO KUTEIIbCTBA, MECTO y4eObI U IpoUee;



5. N36eraii pazmemenus Gororpaduii B iaTepHeTe, rie Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. IIpu perucrpauny B COMAIBLHON CETH HEOOXOAUMO HCIOIb30BaTh CIOKHBIE MTAPOJIH,
cocrosmue U3 OyKB ¥ QP U C KOJTUISCTBOM 3HAKOB HE MEHee §;

7. 11 conmanbHOM ceTH, MOYTHl M IPYTUX CaliTOB HEOOXOIMMO UCIOIb30BaTh pa3Hble
napoisu. Toraa eciu Te0s B3710MarOT, TO 3JI0YMBIIIJICHHUKH IOIYYaT AOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIEeKTPOHHbIE JeHbIH

OJEeKTPOHHBIE JIEHbIH - 3TO O4YEHb YAO0OHBIH cr1oco0 MaTexen, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JIEHBIY MOSIBUIMCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocy/apcTBax /10 CUX I1Op HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHU QYHKIIMOHUPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, I UX Pa3JeisaoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE AaHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaeTcst MpOBOAUTH ONepaliy 0e3 uIeHTH(UKALNH TT0Ib30BaTeNs, a B
HEAaHOHMMHBIX HIEHTH()UKALINS TOIH30BATEIS SBISIETCS 0053aTEIbHOM.

Taroke crienyet pa3nuyarhb IEKTPOHHbIE (PUATHBIE I€HBIH (PaBHBI TOCYAapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 OE30IACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBsixu K cyeTy MOOMIIBHBIN TenedoH. ITO caMblil yAOOHBII U OBICTPBIN CIIOCO0
BOCCTaHOBUTH J10CTYI K cuety. [IpuBs3anHblii TeneoH NOMOXET, eciu 3a0yAelb CBOM
IUIATEXKHBIN NIAPOJIb MIIU 3aiCIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Ucnone3yit oqHOpa3oBkie mapoiu. [locie mepexoia Ha YCHICHHYIO aBTOPU3ALINIO TEOe
y’Ke He OyeT yrpoKaTh OMaCHOCTb KPa)Ku WJIM IiepexBaTa IJIaTeKHOT0 apoJis;

3. BriGepu cnoxHblit mapos. [IpectynHukam Oyner He IpOoCTO yrajaTh CI0KHBIN Mapoib.
HanexHble maposu - 3To napoJiu, KOTOpble COAEp)KaT He MEeHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U NMPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HaK J0Ju1apa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DJICKTPOHHAs 1OYTA

DNEeKTpPOHHAs OYTa - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €0 YCIIYTH IO MEPECHIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PACIIPEAETSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO 3MEKTPOHHBIN MOYTOBBIN SIIMK BBIMJISIUT CIEIYIOIUM 00pa3oMm:
UMs_T0JIb30BaTeNsI(@uUMsL_aoMeHa. Takke KpoMme nepeadyn IpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 6€30MacCHOM padoTe ¢ IMEKTPOHHOU MTOUTOM:

1. Hanto BbIOpaTh mpaBUIIbHBIHN MTOYTOBBIHM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BEIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYYIIE T0OBEPATh TEM, KOTO 3HAEIlb U KTO MEepPBhIi B
pEUTHHTE;

2. He yka3piBail B Tu4HON nouTe JTM4HYI0 HH(MopmManuio. Hampumep, nydiie BeIOpath
"My3bIKanbHbIN _(aHaT@" unu "pox2013" Bmecto "Ttemal3";

3. Mcnonp3yil IBYX3TallHYI0 aBTOPU3ALMI0. TO KOTAa IOMUMO MapoJIsl HY’KHO BBOAUTH
KOJI, IPHUCHIIaeMbIi 10 SMS;



4. Beibepu cloKHBIN apoib. JJ1s Kak10ro MOYTOBOTO SIUKA IOJDKEH OBITH CBOM
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MTApOJIb;

5. Ecnu ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MO>KHOCTb;

6. Mcnosb3yi HECKOJIBKO MOYTOBBIX SIITUMKOB. [IepBbIii /7151 YaCTHOM MEPENUCKHU C
aZpecaTtaMmu, KOTOPBIM Thl JOBEPACIIb. DTO MIEKTPOHHBIN aJpec HE HAJI0 UCIOJIb30BaTh MPH
peructpanuu Ha Gpopymax u caiTax;

7. He oTkpbIBaii (paiisiel U Apyrue BIOKESHUS B MUCbMAX, JIaXKe €CIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIH JTU OHU TeOe 3T (aiiibl;

8. Ilocie okoHuaHus pabOTHI HA IOYTOBOM CEpPBHUCE Mepe] 3aKPHITHEM BKIIAIKU C CAUTOM
He 3a0y/p HaxaTh Ha "BeriiT".

Ku0epOyJUIMHT WM BUPTYAJIbHOE H3/1€BATEIbCTBO

KuGepOymiuHr - npeciieoBaHie COOOMICHUSIMH, COJEPKAIIMMHU OCKOPOJICHHUSI, arPecCHIo,
3alyTMBAaHUE; XYJIUTaHCTBO; COLMATbHOE OOHKOTHPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILITUHTOM:

1. He ©pocaiics B 60i. Jlydmuii cioco0: mocoBeTOBATHCS Kak ce0sl BECTH U, €CIIU HET TOTO,
K KOMY MOXHO 00paTUThCA, TO BHaYalle yCIIOKOUThCS. Eciu Thl HauHelb 0TBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe Pa30XiKellb KOH(IUKT;

2. Yopasinsaii cBoeil kubeppenyrammei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIHUTaHCKH 00pa3 BUPTYAIbHOM *U3HU. IHTEpHET uKCUpyeT Bce
TBOU JICHCTBUS U COXPAHACT UX. Y TAJIUTh UX OYACT KpailHe 3aTpyIHUTEIHHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Irnopupyii eanHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcs Ha Ha4ajabHOM CTaauH;

7. ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUATBHBIX
CeTSX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILIEHU C ONPEETICHHBIX a/IpECOB;

8. Ecnu ThI cBUzieTeNns KnbepOyuMHra. TBou AeHCTBHS: BHICTYIUTh IPOTHUB
Ipecie0BaTesl, I0Ka3aTh eMy, YTO €ro JIeHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJIEPKATh
XKEPTBY, KOTOPOH HYXHa IICUXO0JOTNYEeCKasi IOMOIIb, COOOIINUTD B3POCIIBIM O (aKTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOunbHbIi TeJ1e)OH

CoBpemeHHble cMapT(HOHBI U TUIAHIIETHI COAEpkKaT B ce0e BIOJHE B3pOCIbIA (QyHKIIMOHAT,
U TeTepb OHU MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMU KoMIbioTepaMu. O/IHaKO, CPECTB
3aIUTHI IS TOI00HBIX YCTPOUCTB MOKa OYEHb Maslo. TecTHpOBaHUE U TIOUCK YA3BUMOCTEN B
HUX IPOMCXOJHUT HE TaK HUHTEHCUBHO, Kak ais [IK, To e camoe kacaeTcss 1 MOOMIIBHBIX
MIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIN HACTOJIbHbBIE aHAJIOTH,
OJTHaKO pacuIMpeHue (GyHKIMOHAA BICUET 3a COO0H OOJBIIYIO CIOKHOCTh U MEHBIIYIO
3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTHUYECKHE

YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.



OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBnsieTcs mo-HacTosnemMy OecriaTHbIM. byib ocTOposkeH, Bellb Korjia Tede
npeiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Jymaii, mpexae yem otipaButh SMS, hoTo nim Bumeo. Thl TOUHO 3HACTIIB, TJE OHU OYAYT
B KOHEYHOM HTOre?

Heo0xo1umMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB;

He 3arpy:xaii npui1okeHus OT HEU3BECTHOI'O UCTOYHUKA, BEIb OHU MOTYT COAEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecrieYeHUE;

[Tocne TOro Kak ThI BBIAEIIb C caiiTa, I/ie BBOIMII JIHUHYIO HH(POPMAIUIO, 3aiH B
HACTPOIKK Opay3epa u ynanu cookies;

[Tepuoauuecku MpoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO Tese(OoHa TOIBKO JFOSIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICIIIb;

Bluetooth gomken ObITH BBIKITIOUYEH, KOT/Ia THl UM HE TOJIb3yelbes. He 3a0biBait mHOT 12
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - TO KPACOYHbIE, 3aXBaTHIBAIOIIINE PA3BICUCHUS,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. rpoku uccneayrot JaHHbIA UM MUP,
00LIA0TCS IPYT C IPYTOM, BBINOIHSIOT 33JaHUsl, CPAYKAIOTCSA C MOHCTPAMM U MOJIYYalOT OIIBIT.
3a yI0BOJILCTBUE OHH ILJIATST: MOKYHAOT IUCK, OTNIAYMBAIOT A00OHEMEHT WIJIH MPHOOPETAIOT
KaKHe-TO OMIUH.

Bce aTH cpeactBa uayT Ha nojAepKaHUE U Pa3BUTUE UTPbI, @ TAK)KE HA CaMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE IATUU
(un¢poBbIe 3aIIATKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no06HBIX Urpax CTOMT OMacaThCsl HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJIBKO KPaku
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 1O 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok BeneT cedst II0X0 WM co3JaeT Tede HEMPUATHOCTH, 3a0I0KUpYH ero
B CIIUCKE UTPOKOB;

2. [loxkanylica agMUHUCTpATOPaM UIPbl Ha IJIOXOE MOBEJEHHUE 3TOT0 UTPOKA, )KEJIATEIbHO
MPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJI€ CKPHUHOB;

3. He yka3piBaii Tn4yHyt0 HHPOPMALUIO B Tpodaiine urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB II0 UIPE;

5. He ycranaBnuBaii HeopuIIMaIbHbIE TATYN U MOJIBI;

6. Mcnonp3yil clokHbIE U pa3Hble MapoJy;

7. Jlaxke BO BpeMs UTPBI HE CTOUT OTKJIIOUaTh aHTUBHpYC. [1oKka Thl urpaemib, TBOI
KOMIIBIOTEP MOTYT 3apa3uTh.

@UIIMHT WIN KPaXKa JUYHbIX JaHHBIX

OObIYHOM Kpakell JEeHeT U TOKYMEHTOB CEroHs y»Ke HUKOTO He yIUBHUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKH NIEPEMECTUIINCH B UHTEPHET, U MPOJOJIKAIOT
3aHUMATHCA "MIOOUMBIM" IETTOM.

Tak nosiBHIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (DUILIUHT, TJIaBHAs 11eJb

KOTOPOIro COCTOUT B ITIOJIYUYCHUH KOHC];)HI[GHHH&HBHBIX JaHHBIX MMOIb30BaTelIei - JOTHHOB B



napoJsieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummHr (ot fishing - peibnast moB,
password - mapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI I0JJ03peBaeiiib, YTO TBOSI aHKETA ObLIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnionb3yit Oe3omacHbie BeO-CalThI, B TOM YHCIIe, HHTEPHET-Mara3uHoB U ITOMCKOBBIX
CHUCTEM;

3. Mcnonp3yii cnokHble U pa3Hble Mapoiu. TakuM oOpa3om, eciiu TeOs B3JI0MaloT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B3110Mali, TO HEOOXOAMMO MPEYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
n00aBIeHBI y TEOS B IPY3bsIX, O TOM, YTO TEOs B3JIOMAaIH U, BO3MOKHO, OT TBOCT'O UMEHU Oy/eT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBBIE CAlTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOMITBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaii (haityiel U Apyrue BIOKEHUS B MUCHMAX, IaXKe €CIU OHU NMPUIIUTH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiibl.

Mu¢posas penyrauus

[udposas permyTanus - 5TO HETaTUBHAS WA O3UTUBHAS HH(OpMAIHS B CETH O TeOe.
Komnpomerupytonias uHpopmarus, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HbIM 00pa3oM
OTpa3UThCs Ha TBOeH peanbHOM *ku3Hu. "L{udposas penyranus" - 3T0 TBOM UMUK, KOTOPBIA
dbopmupyercs u3 uHbopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KHUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IMyOJIMKaMK JTUYHON HH(OpMAIK B
WuTepHeTe, He MOHMMas BO3MOXHBIX MOCIEACTBUM. ThI 1a)e He CMOKEIIb 10TaJaThCs O TOM,
yT0 (poTorpadusi, pa3merieHHas 5 JeT Ha3aj, cTajla IPUUMHON 0TKa3a NPUHSTH Te0s Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u Ipyrue AeicTBUsl MOT'YT HE HCUE3HYTh
Jla’ke TOCJIe TOTo, Kak Thl X YAaJIMIIb. Thl HE 3HAElIb, KTO COXPAHMII 3TY MH(OpMAaIHIO, rmornajia
JIM OHA B IOUCKOBBIE CUCTEMBI M COXPAHMJIACh JIM OHA, a TNIABHOE: 4TO MOAYMAaI0T O Tebe
OKpY’KaroIllue JI0AH1, KOTOpble HAaWAYT U YBUIAT 3T0. HaliTu nHpOopMauio MHOTO JIET CITYCTS
CMOKeET JI000i1 - Kak U3 100pbIX NOOYKACHH, TaK U C HAMEPEHUEM IIPUUYUHUTD Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aIUTE HUPPOBON permyTaIiu:

1. [Toxymaii, mpexae ueM 4To-TO MyOJUKOBATh U MepeaBaTh y ceOst B 0J10Te UK B
COIIMATLHOM CETH,

2. B Hactpoiikax npo¢uis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPO(UIISL U €ro
COJIEP’)KUMOT0, CIIENal ero TOJbKO "IUIsl Ipy3en';

3. He pa3memaii 1 He yka3piBail HHPOPMAIIHIO, KOTOPask MOXKET KOTO-THO0 OCKOPOISATH UITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE TTOJIb30BaTENN 1M (ppoBOro npocrpancTBa. OaHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTHMHU BO3MOKHOCTSIMHU LIM(PPOBOTO MUpa TpedyeT
coOroIeHHsI TPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.



TepmuH "UHTEIIEKTyalIbHAsE COOCTBEHHOCTD' OTHOCUTCS K Pa3IMYHBIM TBOPCHUSIM
YEJI0BEUYECKOr0 yMa, HauYWHasl ¢ HOBBIX N300pETEHUH 1 3HaKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTramMu, (oTorpagusiMu, KWHOQUIBMaMH 1
MY3BIKQIBHBIMU POU3BEICHUSIMHU.

ABTOpCKHeE IpaBa - 3TO MPpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYyKH, JTUTepaTyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAUECTBE rapaHTUHU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HApacHbBIM, JacT €My CIpaBEIIHBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/a, MOJYyYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 0e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTH €TO MMPOU3BEACHUE, PACIIPOCTPAHSITD,
MyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTUPOBATH, ITYCKATh B IPOKAT, MYOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATD B A(Hpe WK pazmemiaTs B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00ECTICUeHUsI MOXKET MPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOICTBA, I/1e
yCTaHOBJIEHA HeJleraiabHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHbIE
1 OecCrIaTHBIE MPOTPAaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJjie

CereBu4oK.p( - TBOI INIaBHBII COBETUYHK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacCHOCTH B CETH MOHATHBIM M JOCTYITHBIM SI3bIKOM, & IPH BOSHUKHOBEHUH KPUTHYECKON
CUTYyallMu 0OpaTUTHCS 32 COBETOM. A Tak)Ke MPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMBIM
IU(POBBIM TPaKTAHUHOM !

puniaoxenne N 3

IMamsaTka 17151 poauTesieil 00 MHPOPMANMOHHOI 0€30MACHOCTH JeTel

OnpegeneHne TepmmHa "MHpopmMaumoHHaa 6e3onacHOCTb AeTeEN" CoaepPXKNTCA
B ®enepanbHom 3akoHe N 436-P3 "O 3awumte geten ot nHopmaumm, NPUYNHSIOLLEN
Bped MX 300POBbK N PasBUTUID", perynmpyoL MM OTHOLLUEHWS, CBA3aHHbIE C 3aLLUnTomn
aeTen ot nHopmaumm, NPUYKHSAIOLWEN Bpea UX 340p0OBbI0 U (UNn) pasBUTHIO.
CornacHo gaHHOMy 3akoHy "MHopMaLunoHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAHUE
3aLlMLLEHHOCTI, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3aHHbIN C NPUYNHEHNEM
MHopMaumnen Bpeaa nx 3qOpoBbH0 U (M) PU3NYECKOMY, MCUXMYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa N 436-93 nHdopmaumen, NpuUnHALLEN Bpes,
30pOBbIO U (UNN) Pa3BUTUIO OeTEN, ABMSETCA:

1. HOpMaLms, 3anpeLLeHHas onsa pacnpocTpaHeHNa cpeaun aeTen;

2. H(bopmaLumsi, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpeaun aeTen
onpeneneHHbIX BO3PaCcTHbIX KaTeropun.

3. K nHhopmaumm, 3anpeLleHHon Onga pacnpocTpaHeHus cpeaun geten, OTHOCUTCSA:

4. ichbopmaums, nobyxaaroLan 4eTEN K COBEPLUEHNIO 4ENCTBUN,
npeacTaBnALWNX Yrpo3y UX XXU3HU N (MNKN) 300POBbLIO, B T.4. MPUYMHEHMUIO Bpeaa
CBOEMY 340pOBbI0, CAMOYyOUNCTBY;

5. cnocoBHOCTL BbI3BaTb Y AETEN XenaHue ynoTpebutb HapKkoTU4eCKne cpeacTsa,
NCUXOTPOMNHbIE U (UNIM) OQypPMaHMBaKOLMe BELLECTBa, TabayHble n3genus,
ankorofbHy 1 CNMPTOCOAEPKaLLyo NPOAYKLMIO, MUBO U HANUTKU, U3roTaBnMBaeMble
Ha ero OCHOBE; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLIMEN,
BpOAAKHNYECTBOM UM NONPOLLIANHUYECTBOM;
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6. o6oCHOBbIBaOLLAA UK onpasabiBatoLas 4oNyCTUMOCTb HACUNNA 1 (Unu)
XeCToKkoCT Nnbo nobyxaaroLas ocyLeCcTBNATb HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHMIO K NTIOASIM U KUBOTHbIM;

7. oTpuuarowas CeMenHble LLIeHHOCTU 1 (hopMUPYIOLLAS HEYBaXXeHUE K pOaUTESNAM
n (MUNn) APYrMM YrneHam cembi;

8. onpasabiBaoLLaa NPOTUBONPaBHOE NOBEAEHME;

9. cogepxallas HeLeH3ypHyto 6paHb;

10. cogepxalias nMHopmaumio NopHorpadonyecKoro xapakrepa.

K nHopmaumn, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen
onpeeneHHoro Bo3pacra, OTHOCUTCS:

1. MHopMaums, npeacTaBnseMast B Buae nsobpaxeHnsa nnm onmcaHms
XEeCTOKOCTN, (Pr3MYeCcKoro 1 (Unm) NCUXMYECKOro HacCUIMs, NPECTYNIEHUS UM MHOTO
aHTNOOLECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLAgA y AeTen cTpax, yKac unm naHuky, B T.4. npeacraBnsemMas B Buae
n306pakeHnsa nnm onucaHns B YHKaoLWEN YeroBevyeckoe A0CTONHCTBO hopme
HeHacunbLCTBEHHOW cMepTH, 3aboneBaHnsi, CamoybuincTBa, HeCHacTHOro criyyas,
aBapuu nnu katactpodbl U (UN) UX NOCAEACTBUN;

3. npeacrtasnsemas B Buae U300paxeHus UM onucaHms nosioBbiX OTHOLLEHWIA
MEXY MYXYMHOWN U KEHLLUNHOW;

4. cogepxallasa 6paHHble CroBa 1 BblpaXeHWsi, He OTHOCALLMECS K HELIeH3YPHOM
OpaHu.

C y4yeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTepHeT ons
pasfiMyHbIX BO3PaCTHbIX KaTeropum, cobnogeHne KoTopbix NO3BONNT obecnevnTb
NHOPMAaLMNOHHYO 6€e30NacHOCTb BalLNX OETEN.

O6wme npaBuna ansa poauTeneun

1. HesaBucumo ot Bo3pacTa pebeHka Mcnonb3ynTe nporpammHoe obecneyeHme,
nomoratoLliee punbTpoBaTb N KOHTPONMPOBATbL MHOPMALUIO, HO He nofaranTech
MOMHOCTLIO Ha Hero. Balle BHMMaHWe Kk pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHok uMeeT akkayHT Ha O4HOM M3 coumarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMATENbLHO U3Yy4nTE, KAKYHO
MHOPMaLUIO NOMELLLAKT ero Y4aCTHUKM B CBOUX Npodunax u 6norax, BKoYas
doTorpacun n BUAEO.

3. NpoBepbTe, C KAaKUMU APYrMMN canTamu CBsi3aH coumarnbHbli cepsuc Bawero
pebeHka. CTpaHmykmn Bawero pebeHka moryT 6biTb 6€30nacHbIMU, HO MOTYT U
coepXaTb CCbIIKU Ha HeXenaTerbHble U OnacHble canTbl (HanpUMep, NOPHOCANT, UK
CaunT, Ha KOTOPOM ApYr yNoOMMUHaAEeT HOMep COToBOro TenedgoHa Balwero pebeHka nnm
Baw gomawHun agpec).

4. Moowpsante Bawmnx geten coobatb 060 BCEM CTPaHHOM UM OTTanNKnMBarwLeM
N He CNULLIKOM OCTPO pearnmpymTte, Korga oHu 310 genatoT (M3-3a onaceHusi NoTepsiTb
AocTyn K IHTepHeTy AeTu He roBOpST poavTensiMm o npobnemax, a Takke MOryT HadaTb
ncnonb3oBaTth VIHTEpPHET BHE JOMa U LIKOSbI).

5. bygbTe B Kypce ceTeBon xun3Hun Bawero pebeHka. MHTepecynTech, KTO UX
Apy3bs B IHTEPHET Tak e, Kak MHTepecyeTecb pearnbHbIMU OPY3bsSMU.

Bo3pacTt ot 7 oo 8 netr

B NHTepHeTe pebeHoK cTapaeTca NOCEeTUTb T€ UK NHbIE CanTbl, @ BO3MOXHO U
YyaTbl, paspeLleHne Ha noceLeHne KOTopbiX OH He nonyyun Obl OT poguTenen.
Moatomy poauTensim oCo6eHHO Nofe3Hbl ByayT Te OTYEThl, KOTOPble NPEeAOCTaBMASTCA
nporpamMmmamMmm no orpaHnYeHunto ncnosnb3oBaHna IHTepHeTa, T.e. Poantenbckum
KOHTPOSIb UIK TO, YTO Bbl CMOXETE YBUOETb BO BPpEMEHHbIX (hannax. B pesynbtaTte, y
pebeHka He ByaeT oLlyLIeHWs:, Y4TO 3a HUM BeAEeTCA NOCTOAHHbIN KOHTPOSb, O4HAKoO,
poauTenu ByayT no-npexHemy 3HaTb, Kakue canTbl nocewaeT ux pebeHok. [letn B
AaHHOM BO3pacTe 06nagatoT CUbHbIM YyBCTBOM CEMbW, OHU JOBEPYMBLI U HE



coMHeBatoTcs B aBTopuTeTax. OHu NobAT urpatb B CeTEBbIE UMPbl 1 NyTELEeCTBOBaTb
no NHTepHeTy, UCMonb3ys SNeKTPOHHYIO NOYTY, 3aX0A4MUTb HA CalTbl U YaTbl, He
pekoMeHA0BaHHbIE poaUTENsMU.

CoBeTbl No 6esonacHocTn B cetn IHTepHeT ans geten 7-8 net

1. CosganTe cnMcok JOMaLLHUX NpaBuIl noceleHns MHTepHeTa npu ydactum
aeten n TpebynTe ero BbINOSTHEHWS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss BpeMeHHbIX HOPM HaxoXaeHns 3a
KomnbtoTepoM. MNokaxnte pebeHky, Yto Bbl HabnogaeTe 3a HAM He NOTOMy 4TO Bam
9TO Xo4eTcs, a noTomy 4To Bbl 6ecnokontech 0 ero 6e3onacHOCTM 1 BCcerga rotosbl
€My NoMoYb.

3. KomnbtloTep ¢ nogknioveHmem K UHTepHeTy JOMMKEH HaxoanTbCs B o6Len
KOMHaTe Mo NpMcMoTPOM poauTeEnen.

4. Vicnonb3ynTe cneumarnbHble AeTCKUe NOUCKOBbIE MaLLUHbI.

5. cnonb3ynTe cpeactea 6noknpoBaHns HexenaTerlbHOro KOHTEHTa Kak
AOMNOJSIHEHME K CTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. Co3panTte ceMenHbIN 3NEKTPOHHbIN ALWMK, YTOObI HE MO3BONUTL AETAM UMETb
cobCTBEHHbIE agpeca.

7. BnoknpynTe 4ocTyn K cantam ¢ 6ecnnaTHbIMY NOYTOBLIMU ALLMKAMWN C MOMOLLbHO
COOTBETCTBYHLLEIO NPOrpaMmMHoOro obecneyeHus.

8. NpuyunTte geten cosetoBatbecs ¢ Bamn nepen onybnmkoBaHMeM Kakon-nnbo
MHOpPMaUUKN cpeacTBaMm INEKTPOHHOW NOYThI, YAaTOB, PErMcTpaLmMoHHbIX (hopm 1
npodounen.

9. Hayuute geten He 3arpyxaTb (hansnbl, nporpaMmmbl v My3biky 6e3 Ballero
cornacus.

10. He paspelwante getsam ncrnonb3oBaTh CNyXObl MTHOBEHHOrO obMeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnncok cantoB, paspeLLeHHbIX A5 NoCeLeHns, BHOCUTE TOJSTbKO
CanTbl C XOpOoLUen penyTaunen.

12. He 3abbiBante 6ecegoBaTb ¢ AeTbMn 06 Ux apy3bsx B IHTepHeTe, Kak ecrnuv
Obl peyb Wna o0 Apy3bsX B peanbHON XU3HU.

13. He genante "taby" n3 BonpocoB NOM0OBOW XU3HU, Tak kKak B IHTepHeTe oetu
MOTYT Nerko HaTKHyTbCA Ha NOpPHOrpadouio Unn cantobl "ona B3pocsbix”.

14. Mpwny4unte Bawero pebeHka coobwaTb Bam 0 NobbIX yrpo3ax unmn Tpesorax,
cBsA3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CNOKOMHLIMU U HANOMHUTE OETAM, YTO OHU B
BGes3onacHoOCTW, ecrnv caMu pacckasanu Bam O CBOMX Tpesorax. lNoxeanurte nx u
NOCOBETYMNTE NOOOWTM eLLe pa3 B NOAOOHbIX Criy4Yasx.

Bo3spacTt getenn ot 9 oo 12 net

B naHHOM Bo3pacTe geTu, Kak NpaBuio, y»Ke HachnbllwaHbl O TOM, Kakas
nHpopmauus cyulectsyet B MHTepHeTe. CoBepLUEHHO HOPMAaribHO, YTO OHU XOTAT 3TO
yBUAETb, NPOYECTb, YCnblWwaTh. [1pyM 3TOM HY>XHO NOMHUTb, YTO 4OCTYN K
HexxenaTesibHbIM MaTepuanam MOXHO ferko 3abnoknposaTb NPy NMOMOLLM CPeaCTB
PoauTtenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 ner

1. Co3ganTe cnMcok JOMAaLLHMX NpaBuIl noceLleHns VIHTepHeT npu yyactum geten
N TpebynTe ero BbINOSIHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOpM HaxoXaeHus 3a
KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkom npu paboTe 3a KOMMLITEPOM, NOKaXUTE MY, YTO
Bbl 6ecnokontech 0 ero 6€30nacHOCTM 1 BCerga rotoBbl oka3aTb €My MOMOLLb.

4. KomnbloTep ¢ noakntodeHnem B IHTepHeT JOmKeH HaxoanTbes B obLuen
KOMHaTe rnoa npucMoTpoM poauTenen.



5. Vicnonb3ynte cpenctea GrnoKMpoBaHUS HEXXenaTerlbHOro KOHTEHTa Kak
[OMOMHeHWe K cTaHAapTHOMY PoanTenbCkoMy KOHTPOSHO.

6. He 3abbiBanTe npuHMMaTb HEMOCPEACTBEHHOE Y4acTMeE B XXM3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 MX Apy3bsx B HTepHeTe.

7. HactamnBanite, 4Tobbl AETU HUKOTA4A HE COornallanmch Ha JIMYHbIE BCTPEYN C
apy3bsimu no VIHTepHeTy.

8. Mo3BonanTe geTam 3axo0AnTb TOSNbKO Ha canTbl M3 "Genoro” cnucka, KOTopbIn
co3ganTe BMECTE C HUMMN.

9. MpwuyunTte geten HUKOrAa He BblgaBaTb NNYHYO MHOPMaLMO cpeacTBaMm
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLueHnsmu,
perncTpaunoHHbIX PopM, NMNYHBIX NPOdUIEN 1 NPU perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. Npuyunte geten He 3arpyxatb nporpammbl 6e3 Ballero paspeLueHus.
OBbACHMTE UM, YTO OHM MOTYT Cry4arHO 3arpy3nTb BUPYCbI NN apyroe
HexenaTenbHoe nporpaMMmHoe obecneveHme.

11. Co3gante Bawwemy pebeHKy orpaHMYeHHY0 Y4ETHYIO 3annchb AN paboTbl Ha
KOMMbloTEpE.

12. Mpuyunte Bawero pebeHka coobwaTb Bam 0 fobbIX yrpo3ax unmn Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTam, 4To OHM B 6e30nacHOCTU, ecnmn camu
pacckasanu Bam O CBOMX TpeBorax u onaceHusx.

13. PacckaxuTte getsim o nopHorpadpumn B HTEpHeTe.

14. HactanBanTe Ha ToM, 4YTObbI AE€TU NPEeAOCTaBNANM BaM LOCTYN K CBOEN
9NEKTPOHHOM No4Te, YTobbI Bbl YOeaANNnchb, YTO OHM He 06LLaTCA C HE3HaAKOMLUAaMM.

15. O6bAcCHUTE AeTSM, YTO HENb3S UCMOMb30BaTh CETb ANS XyNIMraHcTBa,
pacnpocTpaHeHns CnieTeH unmn yrpoas.

BospacTt geten ot 13 no 17 net

B aToM BO3pacTe nogpoCTKM aKTUBHO UCMOMb3YHT NOUCKOBbLIE MALLWHBbI,
NOSb3YKTCHA 3MEKTPOHHON NOYTON, Cry>x6amMnu MrHOBEHHOIO 0OMeHa COOBLLLEHNAMM,
CcKaumMBaloT My3blKy U unbmMbl. ManbymMkam B 3TOM Bo3pacTte 6orblue No HpaBy
cMeTaTb BCE OrPaHNYEeHUs1, OHW XaxayT rpyboro romopa, a3apTHbIX Urp, KApTUHOK "Ons
B3pocnbix". [leBovkM npegnoymtaloT obwaTtbea B YaTtax, npu 3TOM OHU ropa3go bonee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMOratenbCcTBaM B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe POAMTENSIM yXKe BECbMa CMOXHO KOHTPONMPOBaTb
CBOUX AeTeN, TaKk Kak 06 VIHTepHeTE OHM YKe 3HaIOT 3HaYUTENbHO BOonbLUe CBOUX
poautenen. Tem He MeHee, He oTnyckanTe geten B "cBoboaHOe nnaBaHue" no
NHTepHeTy. CTapanTechb akTMBHO y4acTBOBaTb B 06OLLEHUN pebeHka B VIHTepHeTe.

BaxxHO no-npexHemMy cTporo cobntogate npasuna MHTepHeT-6e3onacHoCTyH -
cornawleHne mexay pogutensamu n getbMu. Kpome 10ro, HE06XoANMO Kak MOXHO YvaLle
npocmMaTpuBaTb OTYETHI O AeaTenbHOCTN aeTten B HTepHeTe. CneayeT obpaTtutb
BHMMaHWe Ha HeoBXo0ANMMOCTb COAEPXKaHUS POAMTENLCKUX Naporen (naponem
aAMWHNCTPATOPOB) B CTPOroM cekpeTe 1 obpaTtnTb BHUMaHNE Ha CTPOroCTb 3TUX
naponeu.

CoBeTbl N0 6e3onacHoCcTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3ganTe CnMCoK 4OMaLLHUX NpaBun nocelleHnsa MHTepHeTa npu yyactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BbinosiHeHusi. ObroBopuTe ¢ pebeHKkoM
CMUCOK 3anpeLLleHHbIX canToB ("4epHbI cnncok"), Yackl paboTtebl B VIHTEpHETE,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTtax).

2. KomnbloTep ¢ nogkrnoyeHnem kK cetn MIHTepHeT JomKeH HaxoauTbca B obLen
KOMHaTe.

3. He 3abbiBanTe 6ecegoBath ¢ AeTbMu 06 nx Apy3bax B VIHTEpHETE, O TOM, YEM
OHW 3aHATbI Taknm obpasom, OyaTo peyb NaeT 0 ApY3bsAX B pearlbHOM XU3HMU.



CnpawwuBanTte 0 nogsax, ¢ KOTOPbIMKU AeTU 06LaloTCa NocpeacTBOM Cnyxo6
MrHOBEHHOro obmeHa coobLeHns MK, 4TObbI yOeanTbCs, 4TO 3TU NIAN UM 3HAKOMbI.

4. Ncnonb3ynTe cpeacTtBa 6NMoKMpOBaHUSA HeXenaTenbHOro KOHTEHTa Kak
AOMNOJSIHEHME K CTaHO4ApPTHOMY PoanTenbCKOMY KOHTPOSO.

5. Heob6xogmMmo 3HaTb, KakmuMu YaTamum nonb3ytoTca Bawwn getn. Moowpante
NCnonb30BaHME MOAEPUPYEMBIX YaTOB U HacTamBanTe, YTobbl AeTU He obLanuce B
NPUBaATHOM pPEXNME.

6. HactanBanTe Ha TOM, YTOBbI AE€TN HMKOrA4a HE BCTpPeYanuchb fIMYHO C APY3bsSMU
n3 cetn IHTepHer.

7. MNMpnyynte geten He BbldaBaTb CBOK JIMYHYO MHAOPMALINIO CpeacTBaMu
SNEKTPOHHOM MOYTbI, 4YaTOB, CUCTEM MIHOBEHHOIO O6GMeHa coObLLEHNAMMU,
pPEermcTpaunoHHbIX OPM, JIMYHBIX NPOdOUNEN U NPU perMcTpaLmm Ha KOHKYpPCbl B
NHTepHeTe.

8. MNpuyunTte geten He 3arpyxaTb Nporpammbl 6e3 Baluero paspeLueHus.
O6bACHMTE UM, YTO OHM MOTYT Cry4arHO 3arpy3nTb BUPYCbl UNK gpyroe
HexxenaTesibHoe nporpaMmHoe obecnedeHue.

9. MNpuyumnTe Bawero pebeHka coobLliaTb Bam 0 NobbIX yrpo3ax unm Tpesorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomHuTe geTam, 4To OHM B 6€30MacHOCTU, eCriv camu
pacckasanu Bam, O CBOMX yrpo3ax unu tpesorax. [oxsanure nx n nocoBetTynTe
NnoaonTK eLle pa3 B NOA0BHbIX criyvasix.

10. PacckaxuTte getsim o nopHorpadumn B MHTepHeTe. [lomornte nm 3awmtmuTbCs
OT cnama. Hayunte nogpocTKOB He BblgaBaTh B VIHTEpHETE CBOEro peanbHOro
3IEKTPOHHOrO agpeca, He OTBeYaTb Ha HexenaTernbHble NMCbMa N UCNOSb30BaTb
crneumarnbHble NoYTOBbIE PUMBTPbI.

11. Mpuy4dnte cebs 3HAaKOMUTBLCSA C canTaMu, KOTopble NoceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb OpPYrnX B UHTEpHETE. Y6eauTech, YTO OHM 3HAKOT O
TOM, YTO NpaBusia XOpoLLEro NoBeAeHNs AeNCTBYIOT Be3e - AaXe B BUPTyasrlbHOM
Mupe.

13. OB6bACHUTE OeTAM, YTO HM B KOEM Crlydae Hernb3s ucnonb3osatb CeTb Ans
XyNUraHcTBa, pacnpocTpaHEHNs CNeTEH UMK Yrpo3 APYrMM NOOSM.

14. ObcyanTte ¢ nogpocTkamu NpobnieMbl ceTeBbIX a3apTHbLIX UMP U UX BO3MOXHbIN
puUck. HanomHuTe, YTO AETU HE MOTYT UrpaThb B 3TU UIPbl COrMacHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE UcNosib3oBaHue NHTepHeTa Bawwum pebeHkom! OT0 He
HapyLleHMe ero NIMYHOro NPOCTPaHCTBA, a Mepa NPeAOCTOPOXHOCTM U NPOSABIIEHNE
Bawen poantenbCkon oTBETCTBEHHOCTM 1 3a00ThlI.



